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Abstract:

Data hiding is the process of encoding extra information in an image by making
small modification to its pixels. To be practical, the hidden data must be perceptually
invisible yet robust to common signal processing operations. This paper introduces a
scheme for hiding a signature image that could be as much as 25% of the host image
data and hence could be used both in digital watermarking as well as image/data
hiding. The proposed algorithm uses orthogonal discrete wavelet transforms with two
zero moments and with improved time localization called discrete slantlet transform
for both host and signature image. A scaling factor o in frequency domain control the
quality of the watermarked images. Experimental results of signature image recovery
after applying JPEG coding to the watermarking image are included.
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Introduction:

Recently, more and more people
communicate with each other by
surfing on the Internet. However, it is
not very secure when we transmit
information through Internet. Everyone
can peek, copy even alter our
information easily in this wide open
environment. Thus, we don’t want to
transmit the important information
without any protection in the public
network unless a secure channel is
provided for the transmission [1].
Digital watermarking is one approach
to managing this problem by encoding
user or other copyright information
directly in the data while not restricting
access. Watermarking of image data
could be visible, for example, a
background transparent signature, or
could be perceptually invisible. A
visible watermark acts like a deterrent
but may not be acceptable to users in
some contexts. In order to be effective,
an invisible watermark should be
secure, reliable, and resistant to
common signal processing operations

and intentional attacks. Recovering the
signature from the watermarked media
could be used to identify the rightful
owners and the intended recipients as
well as to authenticate the data. In this
paper we are mainly interested in
embedding data such that the signature
is invisible in the host image. Data
hiding is a generalization of
watermarking wherein  perceptually
invisible changes are made to the
image pixels for embedding additional
information in the data [2]. Data hiding
could be used to embed control or
reference information in digital media
for applications such as tracking the
use of a particular video for pay-per-
use, billing for commercials in
audio/video broadcast. Unlike
traditional encryption methods where it
is obvious that something is encoded,
perceptually invisible data hiding in
images/video offers an alternative for
information transmission wherein it is
difficult, if not impossible, for an
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unauthorized person to detect or
decode the hidden content.

Generally, digital watermarking /data
hiding can be classified into two
classes according to the watermark
embedding domain, i.e., the spatial and
the transform domain. The spatial
domain watermarking exploits adding
watermark to the pixels of image
directly, but its disadvantage is that a
common image processing may
eliminate the watermark. Other than
the spatial-domain watermarking, the
transform domain scheme is typically
more robust to filtering, compression,
etc [3]. The methods using transform
domain  include DCT  domain
technique [4] and wavelet transform
form [5].

This paper presents a data embedding
scheme that is suitable for both
watermarking and image data hiding.
While watermarking requires
robustness to image manipulation, data
hiding requires that there is very little
visible distortion in the host image.
While much of the previous work used
signature data that is a small fraction of
the host image. In recovering the
signature image, it is assumed that the
original host image is available.

The proposed schemes distribute the
signature information in the discrete
slantlet transform domain of the host
image. Spatial distribution of the
discrete slantlet transform coefficients
helps to recover the signature even
when the images are compressed using
JPEG lossy compression.

The proposed scheme focuses on
hiding the signature mostly in the mid
slantlet  transform  bands, stable
reconstruction can be obtained even
when the images are transformed,
quantized (as in JPEG compression
algorithm), or otherwise modified by
enhancement or low pass filtering
operations.
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Slantlet Transform:

The Slantlet uses a special case
of a class of bases described by [6], the
construction of which relies on Gram-
Schmidt orthogonalization. It is useful
to consider first the usual two-scale
iterated DWT filter bank and an
equivalent form, which is shown in
(Figurel). The “slantlet” filter bank
described here is based on the second
structure, but it will be occupied by
different filters that are not products.
With the extra degrees of freedom
obtained by giving up the product
form, it is possible to design filters of
shorter  length  while satisfying
orthogonality and zero moment
conditions [7]. For the two-channel
case, the shortest filters for which the
filter bank is orthogonal and has K
zero moments are the well known
filters described by Daubechies [8].
For K = 2 zero moments the iterated
filters of (Figure 1-b) are of lengths 10
and 4 but the slantlet filter bank with K
= 2 zero moments shown in (Figure 2)
has filter lengths of 8 and 4. Thus the
two-scale slantlet filter bank has a
filter length which is two samples less
than that of a two-scale iterated
Daubechies-2 ~ filter bank.  This
difference grows with the number of
stages.
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Fig. (1) Two-scale iterated filter
bank and an equivalent structure
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Fig. (2) Two-scale filter bank

structure using the slantlet

Some characteristic features of the
Slantlet filter bank are orthogonal,
having two zero moments and has
octave-band characteristic. Each filter
bank has a scale dilation factor of two
and provides a multi-resolution
decomposition. The slantlet filters are
piecewise linear. Even though there is
no tree structure for Slantlet, it can be
efficiently implemented like an iterated
DWT filter bank [9]. Therefore,
computational complexities of the
Slantlet are of the same order as that of
the DWT. The filter coefficients used
in the slantlet filter bank as derived in
by Selesnick [9] are:

VI0_V2), (310 V2) 1 (310 2),2 (JI0_12 e
G2)= [ 4]+[2o+4}z +[ 20 4] [20 4] @
(745 _2485) (B _B5) 1 [ 95 55 1745 , 355
FZ(Z)_[SO_ 80 j{_so_o]z +( 80+80J +[ 80 ' 80 j
{W 355 - +[I+W]z [f F] +[ w5 ?W] )
80 80 80 80 80 80 80
2(z) [+\il6_1J+[1%+EJZ‘1+[156+\1:L6_1J2_2+[176+\116_1J2_3
7 M1 4 (5 V1) - V11) -6 (1 11} -7 ...(3
+[16_16jz 4+(16_1JZ 5+(16_16JZ +(16_16]Z Tl
Data Embedding: hidden could be a significant

As mentioned earlier, watermark
should be robust to typical image
processing operations, including lossy
compression. Compression technique
typically affects the high frequency
components. This is also true with
most perceptual coding techniques. For
these reasons, a digital signature
should be placed in perceptually salient
regions in the data. For techniques
based on  frequency  domain
modifications, this implies embedding
the signature in mostly low frequency
components. Inserting signature in low
frequency creates problems if one is
interested in visible watermarks. This
is particularly true in data hiding
applications where the data to be
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percentage of the original data.

This work proposes the use of a
slantlet transform to embed signature
information in different frequency
bands. Both the signature data, which
in this case is another image, and the
host image data, are decomposed using
the discrete slantlet transform (DST).

It is assumed that the signature image
is one quarter the size of the host
image, and both images are gray scale,
one byte per pixel. An example of a
host image and two signature images
used in the experiments are shown in
(Figure 3).
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'(a)Host (256 x 256) (b)signature images (128 x 18)
Fig. (3) (a) A host image and (b) signature images, radar image and a butterfly
image
watermarked image. It is assumed that
Embedding occurs in the slantlet the host image is available for
transform domain as the slantlet signature image recovery. A schematic
coefficients are combined to create a of this approach is shown in (Figure 4).
DST 1| Q2
QL Q : DS
Host — by
Imaogse Q3| Q4 E“‘Q‘\ Signature
image
Q1 —

Q3

l

@—> R—>

Scale factor

S

Q1 fi IDST

Q3 Q4 Watermarked
Image

Fused Transform

Fig. (4) A schematic of the data embedding approach

The basic steps for embedding the using the DST. This results in
signature coefficients into the host different bands (Figure5).

image coefficients are: 2- Replace the coefficients of the

host image in the second quarter

1- Decompose the host (NxN) and Q2 where midband frequencies

the signature (N/2 x N/2) images reside there (Figure 4) with the
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coefficients of the signature
image multiplied by o, where o
is the strength of the watermark
controlling the level of the
watermark.

h(m,n)= as(kj) ; where m=1to N/2,
n=N/2 +1to N, Kk, j=1 to N/2.
(4)

3- Take the inverse slantlet
transform for the fused transform
coefficients to give the
watermarked image.

(@) DST of host image

(b) DST of signature image

Fig. (5) The slantlet transformed
image for (a) host image, (b)
signature image.

i \ i’ ﬁ )
(a)a. =1.0, PSNR= 11.66dB

(b)a.=0.3, PSNR=21.77dB

Results:

The results of embedding 128x128
gray scale (one byte per pixel)
signature images in a 256x256 Lena
image. Two images, one a radar image
and the other an image of butterfly, are
used as signature images are presented
in the following experiments. (Figurel)
shows the host and signature images.
The quality of the image is obtained by
computing the peak signal- to- noise
ratio (PSNR), of the reconstructed
image is obtained using (5).

PSNR= 20 log 10 (N/RMSE) dB  (5)

where N is the largest possible value of
the signal in the image and RMSE is
the root mean  square error. Typical
PSNR values range between 20 and 40
for good quality [10].

(Figure 6) and (Figure 7) show the
PSNR of the embedded Lena images
using different scale factors with
respect to the original one and the
reconstructed signature images. Note
that the lowest the scale factor (less
than 1), the better the quality of the
embedded image (i.e. less distortion
due to embedding). Even if the
signature image has much texture
information like a butterfly image, the
embedded image cannot be visually
distinguished from the original host
image. From experimental results the
best value of a lies between (0.05-0.1)
in which better signature image
reconstruction can be obtained.

(c)a=0.08, PSNR=30.01dB
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o =0.3

The reconstructed image for a =1.0

(d) a '=0 05. PSNR=31 34dB The reconstructed image for . =0.05

Fig. (6) Embedded images using the radar image as signature at varying scale
factors and the reconstructed image.

(d) a=0.05 The reconstructed image for o =0.05

Fig. (7) Embedded images using the butterfly image as signature at varying scale
factors and the reconstructed butterfly image.
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The embedded image was compressed
by using JPEG compression system to
study the effect of compression on the
proposed system. (Figure8) shows the
embedded Lena image at various
levels of JPEG compression for a scale
of 0=0.05.

The compression ratio used is [10]:

CR= (size of compressed file/size of
uncompressed file)*100%  (6)

(Figure 9) shows the result of the
signature image reconstruction from
JPEG lossy compressed images for
varying compression ratio. The
reconstructed signature images are of
good perceptual characteristics

especially for low compression ratios.

(@) 75%, radar

(b) 88%, butterfly

(b) 88%, radar

(c) 93.75%, butterfly

(c) 93.75%, radar

Fig. (8) JPEG compressed embedded Lena image. The compression ratio and
the signature image used are indicated below each image. The scale factor used
was a=0.05

() 50%

.

(3) 50%

(b) 75%

(b) 88%

Fig. (9) Recovered signature images for scale factor ¢=0.07. The compression ratio of
the embedded image is defined below each image.
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Conclusion:
From the results of the proposed
system, one can deduce the
following:

i. The proposed algorithm can produce
imperceptible change to the host image
when the scaling factor a lies between
(0.05-0.1).

ii. Using slantlet transform which

provides multi-resolution
decomposition offered good
characteristics of both host and

signature  images  decomposition,
making the hiding algorithm effective.
Also if one wants to attack the
watermarked image, he must know the
restriction of the embedding algorithm
(type of transform, region of hiding
and value of scaling factor).

iii. Experimental results demonstrate
the good quality signature recovery is
possible when the images are
quantized and JPEG compressed by as
80% .
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