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Abstract

A mathematical method with a new algorithm with the aid of Matlab language
is proposed to compute the linear equivalence (or the recursion length) of the pseudo-
random key-stream periodic sequences using Fourier transform. The proposed method
enables the computation of the linear equivalence to determine the degree of the
complexity of any binary or real periodic sequences produced from linear or nonlinear
key-stream generators. The procedure can be used with comparatively greater
computational ease and efficiency. The results of this algorithm are compared with
Berlekamp-Massey (BM) method and good results are obtained where the results of
the Fourier transform are more accurate than those of (BM) method for computing the
linear equivalence (L) of the sequence of period (p) when (L) is greater than (p/2).
Several examples are given for conciliated the accuracy of the results of this proposed
method.

Key words : Fourier transform, Linear equivalence, Periodic key-stream
sequence, Berlekamp-Massey method.

Introduction :

Cryptography, communication random in nature but in reality it is
systems and information security are deterministic and available to the
considered one of important sciences privileged users. It is called a pseudo-
in the world, especially after using the random sequence since there is no
computers in these sciences. The need algorithm using a finite state machine
to keep certain messages secret has which can produce a truly random
been appreciated for thousands of sequence [3]. The PR key-stream
years. The idea of a cipher system is to periodic sequences are used as
disguise confidential information in spectrum-spreading modulations for
such a way that its meaning is direct sequence, spread spectrum
unintelligible to an unauthorized design for digital communication
person. The information to be system, in wireless technique and as a
concealed is called plaintext [1]. key in encryption to produce the

Cipher systems, communication ciphertext in cipher systems [3,4].
systems and control systems are The PR key-stream sequences
usually using pseudo-random (PR) are characterized by three properties
generators. A PR generator is a which define the measure of security
mechanism for generating a PR for these sequences. These properties
periodic sequence of binary or real are period, complexity and
digits [2]. The sequence appears randomness. It is absolutely crucial
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that if the key of the cipher system is
known, one can determine the plaintext
from the ciphertext. Hence the PR key-
stream sequence of the cipher system
or communication system must have
long period, high complexity and
randomness  properties to  have
acceptable  security. The linear
equivalence determines the degree of
complexity of the PR periodic
sequences. There are several methods
to determine the linear equivalence of

these PR periodic sequences like
Berlekamp-Massey ~ method and
matrices  techniques. The linear

equivalence of a periodic sequence is
defined as the length (n) of the smallest
linear feedback shift register (LFSR)
that can generate the sequence. We can
characterize the LFSR of length (n) by
the characteristic polynomial f(x) :

n-1 n

f(X)=Cy +C,X+C,X* +..+C X" +X

where ¢ ,C1, . . .,Chzare O or 1. The
sequence must have high linear
equivalence since for a sequence with a
linear equivalence (n); (2n)
consecutive bits of the generated
sequence are needed to deduce the
whole sequence, since if (2n)
consecutive bits are given, a system of
n-equations in (n) unknown variables
can be written to find its unique
solution [1,5,6].

James L. Massey [7] suggested
an algorithm which is at the present
time known as Berlekamp-Massey
algorithm for computing the linear
equivalence of the PR sequences and
Baker, J.M. and Hughes, P. gave a new
explanation of the Berlekamp-Massey
algorithm wusing a method based on
matrices technique [6]. The Fourier
transformation is used to determine the
linear equivalence of the periodic key-
stream sequences of the PR generators.
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The Linear Equivalence

The linear equivalence "L" (or
the recursion length) of a periodic
sequence is defined as the length (n) of
the smallest LFSR that can generate
the sequence (i.e. L=n). The
polynomial of the linear equivalence is
called the minimal characteristic
polynomial. So the linear equivalence
of the sequence is the degree of
minimal characteristic polynomial that
can generate the given sequence. If the
entire sequence is known, then the
linear equivalence can be determined
and, in fact, how actually to generate
the sequence on a register of that size.
We show that, for a sequence with a
known linear equivalence (L), the
entire sequence is given when 2L
consecutive bits are known, where (2L-
1) consecutive bits are not enough to
determine the sequence uniquely [1,2].
The linear equivalence determines the
degree of complexity of the periodic
key-stream sequences of the PR
generators [1,7].

Berlekamp-Massey Method
Berlekamp-Massey (BM)
technique [5,6,7] uses the description
based on the synthesis of a shift
register where it is used to determine
the linear equivalence and the minimal
characteristic polynomial that can
generate the given sequence .
Berlekamp-Massey method gives:

1. The polynomial C(D) reciprocal
of the characteristic polynomial
F(D) of the minimal LFSR that
can generate the given sequence,
where :

C(D) = D" F(%) = 1+CpqD+...+

Can_l‘l‘CoDn
and
F(D)=co+ciD+...+¢cp D" +D" .
2. The linear equivalence (L) of the
sequence .
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BM technique is explained in
the following algorithm :

BM Algorithm :
Step 1:
Input:
(1) The period (n) of the sequence (S).
(2) The digits S; , i=0,2,...,n-1 of the
sequence (S).
Step 2:
Put C(D) =1, B(D) =1, L=0, b=1,

x=1 and N=0

Step 3:
If N=n,then stop. Otherwise
compute (d):

L
d=S,+> ¢Sy
i=1
Step 4:
If d=0 ,then x=x+1,and go
to (step 7)
Step 5:
If d #0 and 2L > N, then

e C(D)=C(D)-db'D*B(D)
o X=x+1
e goto(step7)
Step 6:

If d #0 and 2L < N, then
T(D) =C(D)
C(D) = C(D) - db*D*B(D)
L=N+1-L
B(D) = T(D)
b=d
o Xx=1
Step 7:
N =N+1
and go to (step 3) .
Step 8:

From the polynomial C(D) find

the characteristic polynomial F(D) as:

F(D) = D”C(%) =Cy+C¢D+---+c D"+ D"

Example:
Consider the following sequence :

851

Si=0011101, where 1 = 0,1,...,6 and
the period n=7.

By applying BM algorithm the
linear equivalence (L) of the sequence
Si=3 and the polynomial C(D)
(reciprocal of F(D)) = 1+D+ D®.

Therefore, the minimal characteristic
polynomial F(D) =1+ D2+ D®.

Fourier Transformation:

The Fourier transformation is
one of the major mathematical tools for
analyzing linear continuous time
system. It is a basic tool used in the
solution of initial and boundary value
problems. The Fourier transform is
used to transfer the continuous signal
into algebraic equations, where it
transfers the differential form into
algebraic form which, in many cases,
helps the solution of problems.

The Fourier transform of a
function f(t) which is defined on

(—o0,0) is defined by:

LIFM)]=F(s)= Te‘“f(t)dt

1)
where (L[ f(t)]) is the Fourier
transform of a function f(t) , (s) is an
arbitrary complex number. [8].
The Fourier transform
possesses many notable properties.
Some of the salient properties enjoyed

by the Fourier transform are given in
the following [9,10]:

(1) Linearity Property :

If c; and ¢, are any constants while
F1(s) and F,(s) are Fourier Transforms
of F1(t) and F,(t) respectively, then:

LIGR®) +c,F,O]=c LIRO]+C, £
[F®]

= ClFl(S) +C,F, (s).
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(2) Convolution Property :

If L[F(@®)]=F(s) and
£[G(t)] =G(s), then

£[F(t)G(t)]=£{ j FU)G(t- u)du} =E[F(1)]-£[G(1)]=F(5)G(s)

(3) Shifting Property :
If LIF®]=F(s)

then
£

[eiat F)] = ]O = (t)ei(s+a)tdt =F(s+a)

Proposed Method for Computing the
Linear Equivalence of the Periodic
Sequence Using Fourier Transform:

In  this  section  Fourier
transform is used to compute the linear
equivalence of the periodic key-steam
PR sequence.

A sequence of numbers which
repeats itself every (T) discrete-time
units is said to be periodic with period
T. The linear equivalence can be
determined  mathematically  using
Fourier transform as follows:-

Consider the following periodic
sequence (Seq) of numbers over GF(q)
where GF(q) is the Galois field of
order (g) and (q ) is a prime number
(0>1):
Seq=a,,a,,8,,...,a;_; ...
which has period (T), T>0 .

2)

The sequence (Seq ) can be written as a
periodic function F(t) which is:

a, 0<t<1
a 1<t<?2

F(t)=< " : E)
ar, T-1<t<T

where F(t)=F(t+T) , T>0 and (t)

IS an integer (t>0) .

852

To find the Fourier transform in
eq.(1) of the above periodic function
F(t) in eq.(3) which has period T>0,
the transformation in eq.(1) ignores all
information contained in F(t) prior to
(t=0), since t>0.

Hence,

E[Fm)]=£[Ft+T)]= Te‘“ F(t)dt

T ) 2T . 3T .
= [e"F(t)dt+ [e*F(t)dt+ [e™F(t)dt+ -
0 T 2T

In the first integral let t=u, in the
second integral let t=u+T, In the
third integral let t=u+ 2T, etc. Then

T T T
£[F(t)]=je'5“ F(u)du + J' eSO+ E U + T)du +Ie'5<“*2T>F(u F2T)du+ ---
0 0 0

T T T
= J.eisu F(u)du +e'" Ieisu F(u)du +esT _[eisu F(u)du+ ---
0 0 0

]
= (L+eT +e”T +..)[e™ F(u)du
0

.
j e™ F(u)du
0
1_ eisT
where we have used the periodicity to
write
FU+T)=F(), F(u+2T)=F(),...,

and the fact that:
(1+k+k2+k3+~--):i K| <1-
1-k
Hence,
;
Iei“F(t)dt
- =0 _ P(s) 4
LIF®]=F(s) = T T oe) 4)

From eq.(3) and eq.(4) one gets the
following equations :

.
P(s) = | ™ F(t)dt
!
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1 2 T
:Iaoeis‘dt+fa1eis‘dt+---+ J'aHeis‘dt
0

1 T
- (5
and
Q(s)=1-e"" ... (6)
The results of eq.(5) is :
P(s) = % [— aoeo + aoeis - aleis + aleZis e anlei(T’l)s + aTileiTs]
(D
Let P(s)= .lG(S) , Where
is
G(s) = -ae’ +ae" -ae" +ae™ - -a_e ¥ +a e
.. (8
.i G(s)
Then, F(S) S R B (9)
Q(s)

Hence, the linear equivalence can be
found from eq.(9) as follows :-

a) Since the arithmetic operations
over Galois field of order q
(GF(q)), then Q(s) in eq.(6) can be
written as :

Q(s)=(1-e"")mod g =1®, e ... (10)
where @, is a modulo (q) addition.

b) Ignore the negative terms from
G(s) ineq.(8) to be :
G(S) = ape” +a,e? +a,e¥ +---+a; e

.. (11
¢) Simplify the function F(s), where

Log)
F(S):%T using eq.(10) and
eq.(11) to be:
iE(s)

_is
F0="co

G
~ ged(Q(s),G(s))
gcd(Q(s),G(s))

where

E(s)

853

and gcd(Q(s),G(s))is the greatest
common divisor of
Q(s)andG(s)in  eq.(10) and
eq.(11) respectively.

d) Convert C(s) in step (c) into the

polynomial C(x) by using the
relation :
x"=e"™ (0<r<T).

e) Find the polynomial  M(X)
using the polynomial C(x) in
step (d) as follows :

M (x) = x”C(E) =Cp +CpgX+ -+ CoX"
X

where
C(x)=c,+Cx+---+C, X", (n)
is the degree of the polynomial
C(x) and c,,c,,...,c, arethe
coefficients of C(x).

f) The linear equivalence (L) can
be determined as :

L= Deg(M(x))

where Deg(M (x)) is the degree of
the characteristic polynomial M(x)
and M(x) is the characteristic
polynomial of the minimal LFSR
that can generate the given
sequence.

The following algorithm
summarizes the steps for using the
Fourier transform for finding the
linear equivalence (L) of the
periodic key-stream PR sequence.

FT-LE Algorithm:

Step 1:
Input the sequence (Seq) over

GF(q) of period (T) ,T>0
Seq=a,,a,...,a;
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Step 2:
Take the Fourier transformation

to the periodic sequence in
step(1) by using :

]e‘“F(t)dt
ST e
where F(t) in eq.(3).

Step 3:
From step (2) find G(s) in eq.(8)
and Q(s) in eq.(10).

Step 4:
Ignore the negative terms from
G(s) in (step 3) to be :

G(s) = a,e” +a,e”™ +a,e®™ +---+a,_e"

Step 5:
Find the greatest common divisor

of the two polynomials Q(s) and

G(s) (ged(Q(s),G(s))) over GF(q)
as follows:

a) Input the two polynomials G(s)
and Q(s) where the degree of
Q(s) is greater than or equal to
G(s).

b) According to the arithmetic
operations over GF(q),
compute r where r is the
remainder from dividing Q(s)
by G(s) using modulo (qg) in
addition.

c) |If r=0 then:
" gcd(Q(s), G(s)) = G(s)
= o to (step d)
else
= Set: Q(s)=G(s)
G(s)=r
= Goto (step b)
d) End.

Step 6:

854

Simplify the function F(s) in step
(2) using G(s) in step (4) and Q(s)
in step (3) to be :

LE©)
F(s)=__  where
C(s)
E(g)=— 20
gcd(Q(s),G(s))
ce=— 2
gcd(Q(s),G(s))

and gecd(Q(s),G(s)) is the greatest
common divisor of Q(s)and G(s)
in eq.(10) and eq.(11) respectively.

Step 7:
Convert C(s) in step (6) into the

polynomial C(x) by using the
relation:
X' =e", (o<r<T).

Step 8:

Use the polynomial C(x) to
find the polynomial M(x) as
follows :

M(x)zx”C(%)

=C, +C,  X+--+CyX"

where
C(x)=c,+CcXx+---+cx", (n) is the
degree of the polynomial C(x) and
Cy:Cys- .., C, are the coefficients of
C(x).

Step 9:
Determine the linear

equivalence (L) by :

L = Deg(M(x))

where Deg(M (x)) is the degree
of the characteristic polynomial
M(x) and M(X) is the characteristic
polynomial of the minimal LFSR
that can generate the given
sequence.
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FT-LE algorithm enables the
computation of the linear equivalence
accurately for any binary or non-binary
periodic PR sequences produced from
linear or nonlinear generators.

Ilustrative Examples :

Example (1) :
Consider the following PR

periodic key-stream sequence over
GF(2) :-

Seq=0011101 0011101 ..., where
the period T=7 .

The function F(t) can be obtained from
the first period of the above sequence
using eq.(3) as follows :-

0 0<t<?2

1 2<t<5
F(t) =

0 5<t<6

1 6<t<7

The function F(t)=F(t+T) is shown in
figure (1).

F(t)
1 — p—

‘:11:::
1234567

v

Figure (1) The function F(t) in
example (1).

According to eq.(4) the Fourier
transform of F(t) = F(t+T) is :

jei“ F(t)dt

LIFMO]=F(s)=" 1 e™ )

Hence, by applying (FT-LE)
algorithm the following results are
obtained :

P(S) _ -_[_ e2|s + e3|s _ e3IS + e4|s _ e4|s + e5|s _ eGls + e7|s
IS

G(S) — e3is + e4is +e5is +e7is
Q(s)=(1-e™)mod2=1+e"®

Leg)

and F(s)=15 where:
C(s)

6cd(Q(S), G(S)) = e +e7 +e* +1,
E(S) — e3iS and C(S) :e3is +ei5 +l_

The polynomial C(x) is
obtained from C(s) by using the

relation: x"=e™ (0<r<7)
= C(x) = x>+ x+1.
Therefore,

M (X) = x3C(£) =1+x*+x°
X

Then, the linear equivalence (L) of the
PR key-stream sequence (Seq) is :-
L = Deg(M(x))=3 .

where M(x) is the characteristic
polynomial of the minimal LFSR that
can generate the sequence (Seq) .

The result of this example can
be verified directly by generating the
minimal  characteristic  polynomial
M(x) of 3-stage LFSR using the first
three consecutive bits (i.e. the initial
state 001 ) from the sequence (Seq) as
it is illustrated in the following figure:

U
A

0011101

< 0 |¢ 0 1 |¢

A

The results of M(x) and (L) in
this example are the same results as
those of F(D) and (L) in the example in
section (3) where F(D) and (L) are
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obtained by using Berlekamp-Massey
(BM) method.

Example (2) :
Consider the following PR

periodic sequence over GF(3) :-
Seq=0,2,2,1,0,1,1,2 where the
period T=8 .
The function F(t) can be
obtained from the PR sequence (Seq)
using eq.(3) as follows :-

0 0<t<l1
2 1<t<?2
2 2<t<3
() = 1 3<t<4
0 4<t<5
1 5<t<6
1 6<t<7
2 7<t<8

The function F(t)=F(t+T) is shown in
figure (2).

F(1)

Fig.(2) The function F(t) in example
().

By applying (FT-LE) algorithm the
following results are obtained :

P(S) :.7[_ 2" +2e2\s _2e2\s +293|s _esws +e4|s _e5|s +eGIS _eGIS +e7|s _Zehs +298\s
IS

G(S) — 2e2is + 2e3is +e4is + eGis +e7is + 268is

Q(s) = (1—e®™)mod3 =1+ 2e%

L)
and F(s)=1
C(s)

where :

ng(Q(S),G(S)) — 266is + e5is + e4is + e2is T 2eis +2

E(s)=e*  and
C(s) =e®™ +e® +2

The polynomial C(x) is obtained from
C(s) by using the relation:
x"=e™ (0<r<8)

= C(X) =X +Xx+2.
Therefore,

M(x):XZC(£)=1+x+2x2 and
X

the linear equivalence (L) of the PR
sequence (Seq) is:

L =Deg(M(x)) =2

where  M(x) is the minimal
characteristic polynomial that can
generate the sequence (Seq) .

The result can be verified
directly by generating the minimal
characteristic polynomial M(x) using
the first two consecutive bits (i.e. the
initial state 0,2) from the sequence Seq.

In this example, the Fourier
transform  determined the linear
equivalence of the non-binary
sequence also.

Example (3) :

Consider the following PR
periodic sequence over GF(7) :-
Seq=4,3,6,6,6,5,1,3,4,6,0,5 where
the period T=12 .
The function F(t) can be obtained from
the PR sequence (Seq) using eq.(3) as
follows :-



Baghdad Science Journal Vol.8(3)2011

4 0st<l x"=e™ (0<r<12)
3 1<t<2 3 2
6 2<t<5 = C(X) =2x° +3x° +4x+6.
5 5<t<6 Therefore,
Foy=t  Ost<? M (X) = X*C(2) = 24+ 3x+ 4x° +6X°
3 7<t<8 X
4 8<t<9 and the linear equivalence (L) of the
6  9<t<10 PR sequence (Seq) is :-
0 10<t<l1 L =Deg(M(x)) =3
5 11<t<12

where  M(x) is the minimal
characteristic polynomial that can

By applying (FT-LE) algorithm th
y applying ( ) algorithm the generate the sequence (Seq) .

following results are obtained :

The result can be verified
directly by generating the minimal
characteristic polynomial M(x) using
the first three consecutive bits (i.e. the
initial state 4,3,6) from the sequence

1 *4+€i5 _ 3 Jr392\5 7692“ + 693\5 7693“ + 6€4i5 _ ﬁedls + 665i5 7595“ +595I5
E_gsﬂm_%m+%m_%m+%%_&%+&m_%m+%m

G(S) e 4 3eZ|5 + 6e3|s + 6e4ls + seﬁls n 5e6|s + e7|s + 3eS|s + 4eﬁls + 6e10|s + 5612IS

Q(s) = (1—e***)mod7 =1+ 6"

Seq.

LEe)
and  F(s)=15__  where For a comparison between the
) results of Fourier transform and
o Berlekamp-Massey (BM)  method,
GAQEG(5) =™ #6667 5 ™ 4 268126 434 table (1) and table (2) present the linear
, E(s) =4e™ +6e” +3e* and equivalence (L) with the minimal
C(s) =2e* +3e” +4e” +6. characteristic polynomial of some PR

sequences using Fourier transform and
Berlekamp-Massey  (BM)  method
respectively by applying (FT-LE) and
(BM) algorithms respectively.

The polynomial C(x) is obtained from
C(s) by using the relation

Table (1) The Fourier transform for finding the linear equivalence
with the minimal characteristic polynomial.

Fourier transform (FT-LE) algorithm

PR key-stream

Period Output sequence -
sequences M(x) L of M(x) Period
1 1110010 7 3+ x+1 3 1110010 7
2 | 101011001000111 15 ¥ exd a1 4 | 101011001000111 | 15
100101100000 o 42 100101100000
8 101001001 21 XN+ 6 101001001 21
7,.6,,50.v4,..3
4 10100011 8 KX X X 7 10100011 8
X“+x+1
6,5, 4, 3,2
5 1110001 7 XX +)’(‘ ;;X X 6 1110001 7
10, .,8,.5
6 | 000101100011111 15 X, X 10 | 000101100011111 | 15
XX HX+1
15 14 13 12
XTTHEXTEXTTEXT
7 | 1111001000011010 | 16 | 11, 10,0, 50000, 8, Srtaisiney | 15 11110018000110 16
8 9’10'6'8’E£’14)’8 over | g I+ | 7 | 9106,02,54.8 8
9 | 1010010110000111 | 16 X841 12 101001(1)1100001 16

857
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Table (2) The Berlekamp-Massey (BM) method for finding the linear
equivalence with the minimal characteristic polynomial.

PR Berlekamp-Massey method (BM) algorithm
key-sream Period
sequences F(D) L Output sequence of F(D) Period
1 1110010 7 D®+D+1 3 1110010 7
2 | 101011001000111 15 D*+D%+1 4 101011001000111 15
3 10010101100%01001010 21 DE+D*+D24D+1 6 100101100000101001001 21
4 10100011 8 D*“+D%*+D?+1 4 1010001 7
5 1110001 7 D*D+1 4 111000100110101 15
D%+D%+D* 0001011000111111011010...0
6 | 000101100011111 15 ADH DD 8 110 255
DY+D%+D%+ 1111001000101101010100010
7 | 1111001000011010 16 D5+D% D41 10 00, 11110010 93
9,10,6,0,2,5,4,8 2
8 over GF(11) 8 D?+3D+7 2 9,10,6,0,2,5,4,8,3,1 10
D°+D%*+D’ +D°+D*+ 10100101100001111110...111
9 | 1010010110000111 16 D4DMD4L 9 001101 511

It is obvious from the comparison
between table (1) and table (2), the
results of Fourier transform are more
accurate than those of Berlekamp-
Massey (BM) method for computing
the linear equivalence for determining
the complexity of the PR key-stream
sequence from the first period of the
sequence. Since from the fourth to
ninth row in table (2), we notice the
output sequence of the characteristic
polynomial F(D) is not the same PR
sequence with the same period exactly
while the results in table (1) has high
accuracy for determining the linear
equivalence  because the output
sequence of M(x) is the same given PR
sequence with the same period. Hence,
Fourier  transform  enables  the
computation of the linear equivalence
to determine the degree of the
complexity of these PR sequences with
high accuracy.

Conclusion :

The  decryption of the
ciphertext in cipher system depends on
the availability of the key-stream of the
ciphertext. So, one of the important

858

properties of the PR key-stream
sequence is to have high linear
equivalence to have high complexity in
order to be difficult for the cryptanalyst
to obtain the entire sequence when
only small segment of it is known..

The results of the Fourier transform

show a marked improvement for

computing the linear equivalence. It
has been shown that the proposed
method is comparable in accuracy with

BM method. From some illustrative

examples in table (1) and table (2) the

following points are listed:

1- The Fourier transform  was
successfully employed to compute
the linear equivalence of the binary
or real PR key-stream sequences
which are produced from linear and
nonlinear generators.

2- The Fourier transform gives better
accuracy than BM method for
determining the linear equivalence
and so it enables the computation of
the complexity which determines the
ability of security of PR key-stream
sequences.

3- When the linear equivalence (L) of
the given sequence of period (p) is
greater than (p/2) then BM method
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fails to determine the minimal Welch Generator Using Galois Field
characteristic  polynomial  which and Trace Polynomials, Engi. &
generates the same given sequence Techno. J. 25(8):958-968.
with the same period (p) exactly, 4.Marvin, K.S., Jim, K.O., Robert,
since BM method is based on the A.S. and Barry, K.L.1985. Spread
synthesis of a shift register by taking Spectrum  Communications, John
one bit from the given sequence each Wiley & Sons Inc., Vol.1, USA, pp
time, so the linear equivalence (L) 430.
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