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Abstract:

The internet is a basic source of information for many specialities and uses.
Such information includes sensitive data whose retrieval has been one of the basic
functions of the internet. In order to protect the information from falling into the
hands of an intruder, a VPN has been established. Through VPN, data privacy and
security can be provided. Two main technologies of VPN are to be discussed; IPSec
and Open VPN. The complexity of IPSec makes the OpenVPN the best due to the
latter’s portability and flexibility to use in many operating systems. In the LAN, VPN
can be implemented through Open VPN to establish a double privacy layer(privacy
inside privacy). The specific subnet will be used in this paper. The key and certificate
will be generated by the server. An authentication and key exchange will be based on
standard protocol SSL/TLS. Various operating systems from open source and
windows will be used. Each operating system uses a different hardware specification.
Tools such as tcpdump and jperf will be used to verify and measure the connectivity
and performance. OpenVPN in the LAN is based on the type of operating system,
portability and straightforward implementation. The bandwidth which is captured in
this experiment is influenced by the operating system rather than the memory and
capacity of the hard disk. Relationship and interoperability between each peer and
server will be discussed. At the same time privacy for the user in the LAN can be
introduced with a minimum specification.

Key words: VPN Technology, OpenVPN, IPSec, Interoperability, Bandwidth,
Tcpdump, Jperf.

Introduction:

Internets have been growing and colleagues can use a shoulder surfing
becoming a highway of information. [1] to get the information about the
This can give the opportunity to others password which can retrieve the
to retrieve any data which is sensitive information. With that, it is time to
through the highway. Information can think how to provide privacy and
be retrieved easily with the right tools security the information.

and methods. Sometimes our
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Virtual Private Network (VPN)
offers the method to prevent the
sniffing, by providing privacy and
security of data. It can also be defined
as an electronic link which supports
privacy and security to the data in the
virtual tunnel. There are various types
of VPN technology such are internet
Protocol Security (IPSec), L2TP,
PPTP, and SSL/TLS.

L2TP is using IPSec whereas PPTP
has not been effectively secured. In
Open System interconnection (OSI)
IPSec falls under the network layer [2].
VPN based on SSL/TLS technology as
an example operates above the
transport layer.
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Fig. 1. Open Layer Interconnection

In order to establish a VPN in
existing infrastructure, a virtual tunnel
needed to be set-upped. The
complexity during setup can cause a
drawback in VPN. Other items which
can influence the VPN network are
operating  system, interoperability,
algorithm and physical devices used.

A lightweight VPN which is
OpenVPN has been proposed to reduce
the complexity of setup,
documentation, portability, flexibility
and scalability of IPsec. Local Area
Network (LAN) which consists of a
specific subnet will be designed to
support client to server model for
OpenVPN. This will also introduce a
trusted domain [3] and double layer

privacy. The performance and
interoperability ~ between  various
operating  systems and related

bandwitdhs will be examined. The
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validation, verification and bandwidth
will be captured by using specific
tools.

Methodology:

Skills in network and operating
systems will help to reduce the
troubleshooting occurring when the
OpenVPN connection is established.
The establishment of the testbed will
involve the routing and the firewall.
The UDP port and routing have to be
established previously in the server.
Different operating systems have
different styles. Because the command
to open a specific port is temporary,
routing and firewall configuration will
need to recreate again after booting.
This can cause a problem when the
connection cannot be established. The
cause of error cannot be predicted. A
start-up script has to be developed to
capture both commands for the
OpenVPN purposes. In a windows
operating system, OpenVPN has to
activate as a system administrator, if
not, no changes will not be permitted
in the configuration file. A lot of
problems appeared because of lack of
understanding routing and firewall. If
the IP is using DHCP, that can also
cause a problem because the
OpenVPN remote server address is
changing. The changing of IP will
make the connection fail because it
cannot find the remote server to
validate and authenticate the key. It is
wise to change the IP to static IP for
the server. Tcpdump [4] and ping will
be used to debug the connection. The
measurement of bandwidth will be

captured through Jperf [5]. This
bandwidth  will provide  the
performance and relationship to

various operating systems.

I. RELATED WORK
A. IPSec

IPSec consists of various protocol
which are:
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e Internet Security association an
key management protocol
(ISAKMPD) [6]

e Internet key Exchange (IKE) [7]
for key exchange

e Diffie-Hellman for deriving key

material [8]

e Encryption and authentication
algorithm

A protocol complexity, which

bundles IPSec and network setup, has
caused a high processing time for
encryption and decryption. Two
different networks are established, they
are: 10.1.10.0 and 10.1.9.0 as shown in
Figure 2. IPSec increased compared to
normal TCP/IP connection. IKE is the
main part which contributes to the
overhead processing when using an
automatic keying [9].

10.1.10.0/24
10.1.10.1

ws

Router? (gateway)

10.1.9.0/24

o

10193

10191

ws

Router 2 (gateway)

10.1.10.3

External IP:10.1.7.1
Intemnal IP: 5.5.5.1

External IP:10.1.7.2
Intenal IP:5.5.5.2

Fig. 2 VPN + IPSec Testbed [10]

This testbed racoon [11] is used to
support IKE for the automatic keying.
Both external and internal IP will be
involved in tunnelling. A complex
tunnelling causes a high processing
time. The internal IP cannot be seen by
other users or parties because the
security level is high. The throughput
value for IPSec is the lowest in fedora
6 compared to window server 2003 and
window vista. But for overall, the
VPN throughput initiation is higher in
Linux [12].

The key can be configured manually
or dynamically. Although [IPSec
supports a static key, it is impossible to
implement in large network. With an
automatic key exchange, the possibility
of the key to be sniffed is decreased.
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B. OpenVPN
OpenVPN creates a virtual interface to
the kernel and that will avoid

dependency on it [13]. That interface
operates in a used space that is easy to
maintain and install. When the OSI
level increases the security level
decreases. It can be ported to various
operating systems that are not involved
in the kernel level. The portability,
scalability and flexibility which are
offered by OpenVPN have made it
suitable to implement in Local Area
Network (LAN), by creating a virtual
interface to the kernel as shown in
Figure 2 for opensource and window
respectively. The external IP is
transparent [14]. The External IP is the
weakness of OpenVPN. Other user
can know the IP which has been used
by OpenVPN through  scanning.
Internet connection can influence the
performance of OpenVPN [15].
Latency will be higher if the traffic has
to go through various components in
the network [16,17]. The window
virtual interface is called tap as shown
in Figure 3.

Ethernet adapter Local Area Connection 2:

specific DNS Suffix . :

In opensource it is usually decribed as
shown in Figure 4.

Link encap:UNSPEC HWaddr 66-06-06-06-06-06-06-06-00-00-00-00-00-00-60-00
{net addr:10,1,25." P-t-P:10.1.25,  Mask:255.255,255.255

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1560 Metric:1

RX packets: errors:0 dropped:0 overruns:0 frame:d

TX packets:1 errors:6 dropped:6 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:0 (0.0 B) TX bytes:84 (84.0 B)

Fig. 4. Virtual Interface in Open
Source

In opensource the kernel interface is
called tun0. A virtual machine can be
used to create an identical
configuration; it can also increase the
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processing overhead. Strong hardware
and memory are suggested for the
physical machine to support the virtual
machine. With an identical machine it
easy to detect the similartity of two
technologies. ~ Various  operating
systems respond to tunnel and their
reaction to the server will be noted.
OpenVPN can be further used for any
comparison example algorithm that
has  multiple  protocols inside.
OpenVPN on fedora 6 has produced a
throughput which is higher than
window server 2003 based on TCP
throughput [18].
C. Key Management

Generating and distributing the key
will be automatic when using a key
management. The gap between
OpenVPN and IPSec is that IPSec has
a key management which is called
IKE. In OpenVPN, the key will be
generated, distributed and configured
manually. Once the authentication is
successful, a key exchange will happen
based on the SSL/TLS protocol.
During rekeying, overlapping between
the old and new key usage is permitted.
With this technique, latency will be
avoided during renegotiation [19].

Experimental:

The experiment is based on a client-
server model which consist of Centos
6.4, Ubuntu 12.04 and windows vista
as an operating system. The machine is
not using the same specification as
shown in Table 1. Notice that the
memory in windows vista is higher
compared to  other  machines.
OpenVPN will be installed in each
server and client. During the building
of certificate and key by using
OPENSSL command a certificate
authority name ca.crt and ca.key will
be generated. This key is only needed
by the server for authentication and
signing-in. Other keys such as the
certification key and server key will be
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generated and named as server. key
and server.crt. Generating certificates
for the client will be named as
clientcrt and client. key. This
experiment will be done on the specific
subnet as shown in Figure 5. Two
clients with different operating systems
will communicate with the server
through switch or hub.

Ubuntu

Window Centos

= C\
Fig. 5. Client Server
The machines have different

specifications of hardware as shown in
Table 1. The different specifications
can also help to distinguish whether
different hardwares can influence the
bandwidth that has been captured.

Specification Server Client Clientl

Ubuntu
12.04

Operating

System Centos 6.4

Window Vista

Memory 1GB 1GB 4GB

Processing 32-bit 32-bit 32-bit

Hard disk 10GB 80GB 70GB

OpenVPN
2.2.1

OpenVPN-
221

OpenVPN GUI
v1.0.3

Software Wireshark
1.8.6/Wireshark

1.6.7

Tcpdump
421

Tcpdump
3.9.4

Table 1. Hardware and Operating
System Specification

Once the installation of the
OPENVPN is completed, a daemon
will be started by using this command
as shown below:

[etc/init.d/openvpn start

Fig. 6. Daemon to Start OpenVPN

Firewall will be open on port 1194
UDP and routing will be declared in
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server. In the server a command, as
shown in Figure 7, will run to open the
port and routing for the client to
connect:

# iptables -1 INPUT -p udp -m udp --dport 1194 -j
ACCEPT
#route add —net 10.1.25.0 netmask 255.255.255.0

Fig. 7. Firewall and Routing

Once the server has fully completed,
then both client such as Centos 6.4 and
windows will be activated. Command
line for centos 6.4 can be described as
shown in figure 8.

[etc/init.d/openvpn start ||

Fig. 8. Daemon to Start OpenVPN

The debugging tool will monitor the
connection and the results will be
analysed. The performance received
will help to evaluate the relationship
between OpenVPN and the operating
system. This experiment uses different
specifications with a minimum
memory, 1GB, whereas the maximum
memory is 4GB. The bandwidth
result will help to determine whether
the memory has a low impact on the
bandwidth compared to the type of the
operating system. The type of the
operating system is the main criterion
which influences the performance of
the bandwidth in the LAN.

EVALUATION

The connection between client and
server will be successful once it
communicates and vice versa as shown
in Table 2.

Table 2. A Successful Connection

Time Source Destination Prot Len
ocol gth

dhcp-10-1-

20:19 | sha.mimos.local 25-

47 .openvpn 123.a.local. UDP 53
54089

. dhcp-10-1-25-

2%%9 123.mimos.loca Sha':h'\cl’cﬁ"o UDP | 53

' 1.54089 penvp
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If the connection happens in one way,
then the routing or firewall has not
been configured and opened yet.

The client server model will be
designed to capture the bandwidth. The
data are collected for 10 seconds.
Table 3 show the bandwidth of
window vista decrease. Data transfer
shows that windows vista bandwidth
decrease is based on the time taken.
The maximum data transfer is 7952
Kbytes with a maximum bandwidth
65143 Kbits/sec but the overall data
transfer is 39520 Kbytes.

Table 3. Bandwidth for Windows

Vista
Item Interval Transfer Bandwidth
1 0.0-1.0sec | 7864 Kbytes K?,?tﬁic
2 1.0- 2.0 sec 7952 Kbytes Kg?tl;/lic
3 2.0-3.0sec | 3488 Kbytes Ki?{?::gc
4 3.0- 4.0 sec 3176 Kbytes Ki?g}sic
5 40-5.0sec | 3176 Kbytes Kf,?g}ic
6 50-6.0sec | 3176 Kbytes Ki?t(;}fec
7 6.0- 7.0 sec 2088 Khytes Kt?tls?ic
8 7.0-8.0sec | 3232 Kbytes Ki?g;c
9 8.0- 9.0 sec 3184 Kbytes Ki?g?ic
10 9.0- 10.0 sec 2176 Kbytes ths;sic
11 0.0- 10.0 sec | 39520 Kbytes Ksl;?t?jsic

The data will be dropped when time
is increased as shown in Figure 9. The
graph shows that the bandwidth
becomes fluctuated. At the end, the
value is dropped into 17826 Kbit/sec.

Bandwidth

Fig. 9. Bandwidth for Windows
Vista
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OpenVPN initiation bandwidth is
higher compared to windows vista as
shown in Table 4. The processing of
data in open source is higher and the
maximum data transfer is 11.9Mbytes.

Table 4. Bandwidth for Windows
Centos 6.4

Item Interval Transfer Bandwidth
1 0.0- 1.0 sec 11.9MBytes 99.6 Mbits/sec
2 1.0- 2.0 sec 11.2 MBytes 94.4 Mbits/sec
3 2.0- 3.0 sec 11.2 MBytes 94.4 Mbits/sec
4 3.0- 4.0 sec 11.2 MBytes 94.4 Mbits/sec
5 4.0- 5.0 sec 11.1 MBytes 93.3 Mbits/sec
6 5.0- 6.0 sec 11.2 MBytes 93.3 Mbits/sec
7 6.0- 7.0 sec 11.1 Mbytes 93.3 Mbits/sec
8 7.0- 8.0 sec 11.1 Mbytes 94.4 Mbits/sec
9 8.0- 9.0 sec 11.2Mbytes 94.4 Mbits/sec
10 9.0- 10.0 sec 11.2 Mbytes 94.4 Mbits/sec
11 0.0- 10.0 sec 113 Mbytes 94.7 Mbits/sec

The encryption and decryption

process will involve CPU and depend
on the hardware specification to
process the data. The performance of
encryption and decryption will not be
evaluated in this experiment.

The higher bandwidth shows the
flexibility offered by Open VPN on the
open source. This is because it does not
interfere with the kernel level.

Bandwidth
100
=] ‘
ol
s &7 \
o \ —4—Eandwidth
84 X, ——
3
52 T T T T T |
1] 2 4 & B 0 12
e (5]

Fig. 10. Bandwidth for Centos 6.4

When time increases, the value of
bandwidth is reduced between 0-10
seconds. The bandwidths become
fluctuate until the interval time
between 8-10 second becomes stable.

In order to verify the overall
bandwidth, a value will be captured in
the server. First, the bandwidth will
generate from windows then it will be
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repeated with centos as shown in Table
5. The results show that bandwidth is
always higher when centos is used as a
media to transfer the data. This shows
whether or not the specification of the
hardware is higher such as memory or
hard disk, it is not a key indicator of
the performance of bandwidth and data
transfer.

Table 5. Overall data at server with
windows been captured first

ltem | Operating Interval Transfer Bandwidth
System
. 0.0-10.1 38.6 324
1 Window sec MBytes Mbits/sec
1.0- 10.0 90.0 75.2
2 Centos sec MBytes Mbits/sec

It shows that the value for the
bandwidth in open source is higher
than a windows operating system. As
been mentioned previously operating
systems have an impact on the VPN
operation. Experience and familiarity
with each operating system can
contribute to establish a successful
testbed. The authentication and
verification, which  have  been
implemented in VPN, will make sure
whether only a key or certificate,
which has been generated from the
server, can successfully be connected.

Conclusion:

The complexity of installation and
configuration is reduced because
OpenVPN is involved at a user space.
It is portable to other operating
systems. Various operating systems in
OpenVPN testbed are compatible and
support interoperability between each
other. Each user can have his own
tunnel to communicate with others.
With an easy installation and
maintenance of OpenVPN, a double
layer privacy can be achieved but it
depends on the wuser and the
organization need. A flexibility, user
need, expertise, organization business
and location need to be decided before
choosing IPSec or OpenVPN.
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Although the memory is higher in
window vista yet the bandwidth is still
low compared to centos 6.4. The
specification of the hardware is not a
key point of the performance when
compared to the operating system. It is
how the operating system reacts to the
OpenVPN. Centos operating system is
reliable, with fewer defects and
suitable to any application. In the
future, it can be expanded to compare
speed of encryption and decryption of
data based on the operating system.
Another area that can be improved
involves the distribution of key in a
dynamic way which is not supported
by the OpenVPN. It has been
distributed manually to other peers.
This is the area that can be improved.
This experiment has shown that a
double layer privacy can be established
in the LAN with a hardware with
minimum specification.

References:
[1] Ashley Podhradsky,Rob D’Ovidio,
Pat Engebretson, Cindy Casey,

2013. Xbox 360 Hoaxes, Social
Engineering and Gamertag Exploits.
46" Hawaii International
Conference on System Sciences
(HHICSS):3239-3250
[2] Radia Perlman, Charlie Kaufman.
2000. Key Exchange in IPSec:
Analysis of IKE. IEEE Internet
Computing
Theis Solberg Hjorth, Rune
Thorbensen, 2010. Trusted Domain:
A security Platform for home
Automation. Compute, 31: 940-955

[3]

[4] Tcpdump/Libpcap, 2013.
Available: www.tcpdump.org
[5] Sourceforge, 2011, Available:

http://sourceforge.net/projects/jperf
[6] D. Maughan, M.Schertler, M.
Schneider, J. Turner, November
1998. Internet Security Association
and Key Management Protocol
(ISAKMP), RFC 2408, IETF.

210

[7] D. Harkins, D. Carrel, November
1998. The Internet Key Exchange
(IKE). RFC 2409, IETF.

[8] E. Rescorla, June 1999. Diffie-
Hellman Key Agreement Method.
RFC 2631, IETF.

[9] Craig A. Shue, Minaxi Gupota,
Steven A.Myers, June 2010. IPSec:
Performance Analysis and
Enhancements. IEEE International
Conference on Communications
(ICC), Glasgow, Scotland.

[10] Sharipah  Setapa, Noraida
Kamaruddin, Gopakumar Kurup,
2009. Securing VPN using IPSec.
Proceeding for MMU International
Symposium on Information and
Communications Technologies

(M2USIC).

[11] Sourceforge. net, “IPsec-tools”,
2012.  Available: http://ipsec-
tools.sourceforge.net

[12] Shaneel Narayan, Kris

Brooking,Simon de Vere, 2010.
Network Performance Analysis of
VPN Protocols: An empirical
comparison on different operating
systems. International Conference
on Networks Security, Wireless
Communications and  Trusted
Computing.

[13] I. Kotuliak, P. Rybar, P.
Trdchly, 2011. Performance
Comparison of IPSec and TLS
Based VPN Technologies. 9th IEEE
International Conference on
Emerging elLearning Technologies
and Applications ¢ October 27-28,
2011, Stara Lesna, The High Tatras,
Slovakia., page(s):217-221

[14] P. St. Juste, David Wolinsky,
P. Oscar Boykin, Michael J.
Covington, Renato J, 2010,
Integrated Social and Over Lay
Networks. Computer  Networks.
54(2010) 1926-1938.

[15] Veeramuthu  Rajaravivarma.
Open Source Virtual Private
Network Experience in Classroom.


http://www.tcpdump.org/
http://sourceforge.net/projects/jperf
http://ipsec-tools.sourceforge.net/
http://ipsec-tools.sourceforge.net/

Baghdad Science Journal Vol.13(1)2016

Journal of Computing Sciences in [18] Ahmad A.Joha, Fathi Ben
Colleges, JCSC 24,3 Shatwan, Majdi Ashibani, 2009.
[16] Jason Liu, Yue Li, Nathanael Remote Access VPNs Performance
Van Vorst, Scott Mann,Keith Comparison  between  window
Hellman, 2009.A real-time network Server 2003 and Fedora Core 6. 8"
simulation based on OpenVPN. The International Conference on
Journal of Systems and Software Telecommunications in  Modern
82(2009) 473-485 Satellite, Cable and Broadcasting
[17] S. S. HASAN, et al., 2009.A New Services. TELSIKS 2007. 26-28
Binding Cache Management Policy Sept, 2007
for Nemo and Mipv6. Journal of [19] Yonan. J. Open VPN- an
Theoretical and Applied opensource SSL VPN connection.
Information Technology, vol. 36. 2010, Available: http://openvpn.net

(Open VPN) L sl 5iS aladiady clitall daja o Jadal) ol il

*r i ddy * o ol el *uaallae Ao alua

Ciladall and ca glall 4K calazy daals *
it 31V 5 e shaall L gl 535 and il slaall Lin 51535 5 glall 0K e Sallall il gl) Aaaladlie
Sl VLAtV L g 615
- Aadal)

538 (panalli 53 s g dia g e CHlaladin) 5 CilabiaiaV Cilaslaall s ) jae sa i Y
il o3a Sl oo i Apulsl) Gl gl (pe il s i) praal @l 5 Al Cila slae il
830 0Sar (VPN) JV13a 3 (e (VPN) Jb e e Slasinl o3 Ll cplalaiall Jgam g a2e Gl
5 (IPSec) & 5 Lanasiah Casu (VPN) JI b sl S Gl jla s 65 UL 238 4yl g dpua sucad
G «Jadl) oo (OpenVPN) 4é sk pladind Jaa (IPSeC) 4 sk 43 el 3l 23l (OpenVPN)
oo Jeadl Ala 8 Jasill Aadail e o) 58l 320 o Lgaladind 8 A5y yall 5 JEEYI dualiy G ey
Elaxiny (OpenVPN) alasiul PA Ge VPN JI bia gl 585 Gaudal (Sar (LAN g 58 (0 il 9 405
LS5 Alae 5 Ul Gl 138 (8 Lealadin) oy B g Badae 4y 90 A0l A peaddl (e Ol sl
5 Bz (§yha aladinl JOA (e AT G gas Ui Jlaiin 54 sl (e 2SI dlae 20lA) DA (e AT Ca g
Ddaall b Qi) dadail 5 5 san sl Lehe Jidill ekl (he g i 320 aladiul 2y Cisw SSL/TLS (2
e gl Bae aladiul &5 g Cildial galh Lty Lad alins Al clbdall (e g1 6 8ae aladdinl &3~ gidal)
)5 (tepdump) s 5 ¢1aY1 5 Sl Gandl Lealadiind iy Cogu Ll ciladall o o Jiil) Lokl
i) 5 JESY) dpala 5 i) allas o ading (o g dediiusall 40811 b5 s 54l OpenVPN (jperf
ol 5 A g 5 SIAN Aas (g Ty Jorcl) ki 550 4 jal ds (pe saaiaall UL Aa e il
b patine IS0 dpa geadl) Gl el B g LeidBlie ol Chga adlad) 5 daula (g) G Aladl) 5 28
A iy a3 JOA (e L e (S Aeadiiuadll AS)

o) Jardill eda gidall I jatal)l Aalall A<ual) iy jalall AalAl) AE Lia ol ¢3S0 sdaalidall culalsh)
‘q)ﬁ@j\@tﬁﬁcgd@wg\@\jﬁcgm)ﬂ\éw\ubﬁ

211



