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19: If ”X'YH 2 Tself

20: Then D « D U {x}
21: EndIf

22: Until |D| = numygy,
23: Return D
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CALCULATE-INIT-DETECTOR-SET(S, rer,

€max INit-iter)

S':set of self samples

rseif -Self variability threshold

€max + . Maximum allowed error

Mpin : initial number of iteration

ra: detector radius

: dimension of the self/non-self space

:num_hits « 0

‘m<«—0

. Repeat

‘me—m-+1

: X «—uniformly distributed random sample
from[1, 01"

.y «<NEAREST-NEIGHBOR(S', x)

Xy < roerr

: Then num_hits «— num_hits + 1

- EndIf

wn AW — S
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)

12: Until m > my,i, and €<€;ax

141y < m—

15: D «*°

16: Repeat

17: x «—uniformly distributed random sample
from [1, 0]"

18: y <« NEAREST-NEIGHBOR(S' x)

13: numab[
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Testing data, Detectors /
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Sh:set of self samples, €pax: maximum allowed

¢ error, reif: self-variability threshold, mpin: initial
number of iterations, r: detector radius,
> No-of —Self=0 n:dimention of the self/non-self
No-of-Nonself=0, »{ Increment initial number of iterations
P! Select best detector ‘
¢ > Euclidean
| Count=0, L
"]  Euclidean X = uniformly distributed random sample from

[1.01"
v ]

Y=NEAREST - NEIGHBOR(S",X)

y

| Increment |

if i<=Self set
size

No-of —Self increment,
Increment FP

Ifi=Self max

i + . num-hist Ws-Ws2
Size W= —, =3 [——
m m

Euclidean

If(m<min & error>€m)

Y=NEAREST - NEIGHBOR(S',X)

¢ ran, Number of detectors
, Euclidean

\ 4

IncrementNo-of —Nonself, X = uniformly distributed random sample from
Increment TP No-of —Nonself [1.01"
Detection rate, False alarm Generate random detector

v

If detector size=Self max

ciza

If count=(Self)&(Nonself)
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Abstract:

With the development of communication technologies for mobile devices and
electronic communications, and went to the world of e-government, e-commerce and
e-banking. It became necessary to control these activities from exposure to intrusion
or misuse and to provide protection to them, so it's important to design powerful and
efficient systems do this purpose.

It this paper it has been used several varieties of algorithm selection passive
immune algorithm selection passive with real values, algorithm selection with passive
detectors with a radius fixed, algorithm selection with passive detectors, variable-
sized intrusion detection network type misuse where the algorithm generates a set of
detectors to distinguish the self-samples.

Practical Experiments showed the process to achieve a high rate of detection in
the system designer using data NSL-KDD with 12 field without vulnerability to
change the radius of the detector or change the number of reagents were obtained as
the ratio between detection (0.984, 0.998, 0.999) and the ratio between a false alarm
(0.003, 0.002, 0.001). Contrary to the results of experiments conducted on data NSL-
KDD with 41 field contact, which affected the rate of detection by changing the
radius and the number of the detector as it has been to get the proportion of uncovered
between (0.44, 0.824, 0.992) and the percentage of false alarm between (0.5, 0.175,
0.003).

Key words: NSL-KDD, Self-NonSelf Theory, RNS, RRNS.
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