Open Access Baghdad Science Journal P-ISSN: 2078-8665
2021, Vol. 18 No.2 (Suppl. June) E-1SSN: 2411-7986

DOI: http://dx.doi.org/10.21123/bsj.2021.18.2(Suppl.).0871

The Impact of Fear and Rational Appeal Scam Techniques on
Individual Susceptibility

Siti Nurdiana Abu Bakar" Nur Haryani Zakaria

! Politeknik Tuanku Syed Sirajuddin, Malaysia.

2 Universiti Utara Malaysia, Malaysia.

“Corresponding author: sitinurdiana@ptss.edu.my"”, haryani@uum.edu.my?

“ORCID ID: https://orcid.org/0000-0002-7036-1704 ", https://orcid.org/0000-0001-5971-1307

Received 28/3/2021, Accepted 11/4/2021, Published 20/6/2021

- This work is licensed under a Creative Commons Attribution 4.0 International License.

Abstract:

Scams remain among top cybercrime incidents happening around the world. Individuals with high
susceptibility to persuasion are considered as risk-takers and prone to be scam victims. Unfortunately,
limited number of research is done to investigate the relationship between appeal techniques and individuals'
personality thus hindering a proper and effective campaigns that could help to raise awareness against scam.
In this study, the impact of fear and rational appeal were examined as well as to identify suitable approach
for individuals with high susceptibility to persuasion. To evaluate the approach, pretest and posttest surveys
with 3 separate controlled laboratory experiments were conducted. This study found that rational appeal
treatment has a significantly stronger impact than the fear appeal. This result is a starting point in suggesting
that rational appeal is a promising means in persuading individuals with high susceptibility to persuasion.
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Introduction:

The rise of scams, phishing, telephone spam, Scams are known to be a psychological crime
and fraud has become a never-ending story among because the consequences of scams include both
all citizens around the world. Unfortunately, psychological and financial damage to victims.
statistics showed that scam activities continue to  Victims experience loss of self-esteem for being too
grow vyearly. According to Truecaller; (i.e: a  “stupid” and “careless” to fall into the scam trap.
smartphone application that helps block unwanted Many of them seemed deeply impacted by this
calls); a 24% rise in the number of spam calls, and encounter (5). The numbers keep growing and what
Malaysia ranks 19 in the top 20 countries impacted seems worrying is the fact that people are still being
by spam calls observed in 2019 (1). All scams are a  deceived. Different people react to the same
form of fraud and in Malaysia, it is punishable by  situation differently which indicates that some
law under Section 420 of the Penal Code and if  people have a high susceptibility to persuasion and
convicted, are liable to be sentenced under Section  vice versa. Scammers use different techniques to
120B (1) of the same Act that carries a maximum of  bind their target victims. Some people do not realize
10 years’ jail term and whipping with fine (2). that he or she has been scammed for a very long
Statistics from the Malaysia Computer Emergency  time. Falling victim to a scam once can increase
Response Team (MyCERT) under Cyber Security  exposure to other fraudsters where their personal
Malaysia (CSM) revealed that since 2008, cyber details are sometimes sold to other criminals,
scam is the highest number of incidents registered opening the door to more scam mail, phone calls or
annually compared to other cybercrimes, suggesting home visits (6).
that there is still a low level of awareness among Despite our society’s continuing digitization,
internet users in Malaysia (3). Recently, Royal victimization of cybercrime is expected to continue
Malaysia Police (PDRM) reported statistics  to rise in the future. Literature showed that some
showing a total of 8,489 cyber fraud cases were people are easily persuaded while others are not (7).
documented between 2018 and the end of August Different people react to the same situation
2019 with losses of RM410.68 million (4). differently. Individual differences combined with
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the scammers’ persuasive power may lead to
compliance. Gaining more information about how
to manipulate or convince people based on their
personalities is therefore of great importance to
discourage them from scam-related activities.
However little is known about appeal techniques or
persuasion messages that could be implemented in
the cybercriminal area. Fear appeal strategy is used
to convey crucial messages that will inspire people
to change their habits or develop risk avoidance
attitude and follow recommended action. This form
of behavior is characterized as a process of danger
control; a cognitive process in which techniques are
used to avert a threat (8).

Another type of appeal technique is the
rational appeal. It is intended to shift the recipients’
attitude toward a message focused on the power of
reason, logical thinking, and proven statistics. By
providing evidence to support the facts, might
trigger rational thinking among individuals and
assist them in making a rational decision. Mostly
the appeal techniques were used in health,
environment and advertisement campaigns. For
example, a range of work has been carried out on
the use of fear appeal in health campaigns (9-13).
Meanwhile, advertising campaigns generally use
rational appeal as their medium of persuasion (14-
18). Nevertheless, there seem to be limited numbers
of studies focusing on the relationship between
appeal techniques and an individual's personality
that could help to raise awareness against scam.

Thus, this study aims to bridge this gap by
examining the effect of appeal techniques on an
individual’s personality and to identify a suitable

appeal technique for individuals with high
susceptibility to persuasion. To evaluate this
approach, two appeal techniques have been

implemented (fear and rational appeal) and three
separate controlled laboratory experiments were
conducted. This study does not focus on any
specific scam types instead, scam is assumed as a
whole identity.

The remainder of this paper is structured as
follows. After research’s objectives has been
clarified, connection between appeal techniques and
scam victims’ personality is being discussed. With
the use of StP scale and appeal techniques
methodology, results show that fear appeal
technique is effective on people with high
susceptibility to persuasion. Optimistically, findings
from this research will provide relevant authorities
with guidelines for considering the use of appeal
techniques in their anti-scam awareness campaigns
and at the same time contribute to the existing
knowledge on the relationship between appeal
technique and behavior change among individuals.
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The last section draws conclusions and directions
for future work.

Background and Related Studies:
Scam

According to (19), scam is defined as an
illegal money-making plan by tricking people into
it. Consumer scams include the manipulation of
individuals who knowingly engage in exchange to
obtain tangible or intangible goods, services or
financial returns that are never supposed to be
delivered or misrepresented (20). Scams came in
many forms and methods. Usually the words such
as “fraud”, “lie” and “swindle” are synonymous
with a scam. Product scam for example; involving
fake goods such as miracle remedies and fake
gemstones, as well as dubious lotteries, award
draws, sweepstake games, and auction sites. Several
websites have organized bogus competitions or
sales, asking unsuspecting customers to register
with their data to duplicate them. Work from home
scams takes the benefit of technology where job
seekers around the globe involved in remote job
opportunities. These roles are more comfortable and
flexible than traditional office positions, favored by
employees with growing families, freelancers and
many others who benefit from home-based work-
friendliness. Instead, job seekers are tasked with
facilitating questionable acts that are often illegal
like a pyramid scheme, return cash scheme and
cashing bad checks. The internet auction scam
refers to the wrong portrayal of an advertised item
for sale via the internet or the failure to deliver
goods purchased via the auction website. It may
seem like a minor crime, but it has severe
implications.

In a romance scam, the victim is persuaded to
make a payment to the person they met and with
whom they believe they are in a relationship with
(21). Scammers usually search for insecure,
emotional and lonely people seeking a partner or
relationship. According to Chief Assistant Director
of the Cybercrime Investigation Unit Bukit Aman, a
total of RM83.6 million lost have been reported in
2018 related to romance scams (22). Meanwhile, in
an investment scam, a criminal persuades his target
to move his money into a fictitious fund or to pay
for a fraudulent investment. These scams include
investment in things like gold, real estate and
cryptocurrencies (21). For advance fee scam or also
known as "419 scams", victims are convinced to
advance comparatively small amounts of money in
the expectation of obtaining a much greater profit
(23). Any misleading or malicious economic
activity that induces people to do something that is
not in their interests is fraudulent and it includes
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phishing (scamming) too. One may include scams
under a wider concept of fraud that extend well
beyond consumers. Examples include schemes
involving academic dishonesty (e.g. students
cheating or falsifying applications, university
professors misrepresenting test results), lying on
applications for mortgages or jobs, embezzlement,
workplace bribery, medical fraud, and tax evasion.

The recorded statistics are alarming in terms
of customer losses, but the issue is likely to be even
worse. Some scams are unlikely to be recorded
because victims are typically embarrassed, resigned
or discouraged and others may believe there is no
need to file a police report because law enforcement
is often unable to investigate internet crimes due to
their anonymity and insurance does not cover scam
damages without court involvement (24).

Susceptibility to Persuasion

Scam attacks generally aim to manipulate
end-users to comply with the scammer's request and
this is known as the art of persuasion. Persuasion,
also known as coercion, is a phenomenon in which
the convinced subject is affected by the plausibility
of the story and when people consider a plot
plausible, they are more likely to invest in it (25).
Individuals who considered scams plausible were
more likely to cooperate with scammers particularly
when there were elements of social influence,
authority influence, and marketing offer (legal or
illegal). Persuasive technology (PT) has been and
continues to be used to alter behaviors in various
areas of human activities such as health, education,
commerce, etc. In PT research, Fogg (26) proposed
seven persuasive strategies for changing behaviors:
Reduction, Tunneling, Tailoring, Suggestion, Self-
Monitoring, Surveillance, and Conditioning. While,
Cialdini and Goldstein (27) proposed six persuasive
strategies, which are mainly applied in the field of
marketing and advertising; Reciprocity, Scarcity,
Authority, Commitment and Consistency, Liking
and Consensus. Meanwhile, Oinas-Kukkonen and
Harjumaa (28) extended the Fogg’s seven sets of
persuasive strategies to 28 strategies, which are
categorized into three broad categories: Primary
Task Support, Dialogue Support, and System
Credibility Support. Research has however shown
that individuals can vary in their sensitivity to
different PT strategies. This realization prompted a
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shift in PT design from the conventional one-size-
fits-all approach to a customized approach that
adapts to individual preferences (29). In this study,
ten susceptibility factors introduced by Modic,
Anderson and Paloméki (30) were selected because
believe these factors are relevant in scam context
and easily acceptable and understood by our
respondents, which will promote a consistent
interpretation of their responses.

Susceptibility to Persuasion Scale

Susceptibility to Persuasion (StP) scale is a
psychometric tool used to measure factors that
contribute to individuals’ compliance with
fraudulent offers such as scam compliance. A brief
and automated interpretation of the results is
displayed at the end of the questionnaire which is
freely accessible. The results of the test can be used
to predict who will be more likely to become a
victim of cybercrime. StP tool was extended to StP-
Il which is commonly used for hiring in certain
professions, for the screening of military personnel
or to establish the psychological characteristics of
criminal hackers. An initial version of StP was
developed and tested by Modic and Lea (31) on the
reactions of fraud victims. It was designed from
scratch, however, and did not implement previous
scale development factors. Besides, the StP's
ecological validity studies have not been established
beyond a reasonable doubt. Thus, StP-Il is
developed in 2018. The scale is constructed from
previously established and validated particulate
scales in the fields of social psychology and
behavioral economics. It contains 54 items, ten
subscales, and further six sub-sub-scales. The ten
subscales are demographic information, SlI
(Susceptibility to Interpersonal Influence), NCS
(Need for Cognition Scale), PFC-B (Preference for
Consistency), AISS (Arnett Inventory of Sensation
Seeking), ATA (Attitude Towards Advertising),
BSCS (Brief Scale of Self-Control), CFC
(Consideration of Future Consequences Scale),
CNFU-S (Consumer Need for Uniqueness Scale)
and DOSPERT-R (Domain-Specific Risk-Taking
Scale). Listed in Table 1 below are previous
researches on persuasion factors adapted into the
development of StP and StP-1l1 whereby each scale
factors have been tested, verified and refined before
selection (25).
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Table 1. Existing Research on Persuasion Factors.

Scale Factors StP-I StP-I1
1) Social influence Cialdini, R.B. (32). Susceptibility to Normative Influence (SNI)
(33).

2) Need for cognition /self- N/A Need for Cognition Scale (NCS-18) (34)
consciousness

3) Need for consistency Preference For Consistency Preference For Consistency (PFC Scale) (35)

(PFC Scale) (35)

4) Attitudes toward N/A Attitude Towards Advertising (ATA) scale (36)
advertising

5) High-risk preference (37) & (38) DOSPERT-R scale (39)

6) Self-control (40) Brief Scale of Self-Control (BSCS)  (41)

7) Liking and similarity Cialdini, R.B. (32). N/A

8) Sensation seeking N/A Arnett Inventory of Sensation Seeking (AISS)

(42)

9) Scarcity/Need for Cialdini, R.B. (32). Consumer Need for Uniqueness Scale (CNFU-
uniqueness S) (43)

10) Trust and authority Cialdini, R.B. (32). N/A

11) Ability to premeditate N/A CFC Scale (44)

12) lllusions of control Taylor & Brown (45) N/A

13) Need for similarity N/A Domain-specific Impulsivity Scale (DSIS) (46)

Based on existing studies, the StP-1l scale
seems promising in  evaluating individual
differences in susceptibility to persuasion and
extends across different contexts such as
psychology and human development. Modic,
Anderson and Paloméki (25), emphasized that this
rubric will not guarantee that you will or will not
fall for a scam, but argued that StP-11, regardless of
context plays a crucial role in understanding
behavior modification strategies. For this research,
the StP-1l scale is chosen since most of the
guestions in this survey relate to scam activities and
compliance.

Victims’ Personality

There has been some assumption about the
scam victims' personality. A study by Whitty (47)
formulated several traits for romance scam victims.
She discovered that those tricked by romance scams
scored high on the impulse subscale of urgency and
absence of self-control, tended to be middle-aged
people, scored higher on the sensation seeking and
they find it hard to get away from the scam (i.e.:
addictive disposition), highly educated people and
less kind individuals with no friends are among the
traits. Whitty (48) further suggested that educated
people would be more likely to say that they can
detect a scam and believe they're in charge, while
others may have little influence over them,
unknowingly they are dragged into the scam as
consequences. Williams, Beardmore and Joinson
(49) found that those who were most inclined to
participate in risky purchasing practices are likely to
have been the victims of fraud. One who has
witnessed a significant negative life incident
(divorce, a death in the family, a loss of a job,
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experiencing a financial crisis) are more likely to
become a scam victim (30). Study in 2017 by Van
de Weijer and Leukfeldt (50) shows that men were
also far more likely than women to become victims
of online consumer fraud. With the continuing
digitization of our society, the victimization of
cybercrime is likely to increase in the future.

Appeal Techniques:

There are many kinds of appeals used in
advertising such as emotional, rational, music, sex,
masculine/feminine, brand, scarcity, adventure,
romance, and sensitivity appeals. Fear appeal is
derived from the emotional appeal group which also
consists of social, humor and personal appeal (51).
In this present study; fear and rational appeal were
chosen. A fear appeal has been proven in many
pieces of research to motivate behavior change;
from risky behavior to safer alternative behavior
(52, 11, 53). Meanwhile, rational appeal focus on
statistics, numbers and facts. Not many researches
focus on the use of rational appeal insecure
behavior, most of the studies focus on rational
appeal as advertising appeal. They can, however,
show that rational appeal often motivates
respondents to the desired position of the attitude by
manipulating the respondents’ thoughts (54, 14).

Fear Appeal

Fear appeals messages aim to arouse fear by
emphasizing the possible danger and damage that
people will face if they do not follow the message’s
recommendations (55). As stated by the Extended
Parallel Process Model (EPPM) by Witte (56),
when individuals are exposed to a fear appeals
message, two simultaneous message appraisal
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processes occur: threat and efficacy appraisal. The
threat appraisal includes determining the magnitude
of the danger (i.e. how severe the negative impacts
are) and the susceptibility to the danger (i.e. how
likely it is to come across such negative effects).
The EPPM specifies that fear is aroused when both
expectations are strong, thus leads to more action.
After experiencing fear, individuals will respond in
a manner that is positive or negative, depending on
their efficacy appraisal. Umber, Ghouri, Sultan and
Yousaf (9) conduct an assessment of behavioral
change related to fear appeal messages on the
dengue campaign. From their findings, they
concluded that fear appeal messages arouse
awareness, fear, and anxiety among respondents and
lead to a change of behavior into protection
motivation mode. Strong efficacy of the fear appeal
messages also increases threat appraisal and coping
appraisal among individuals (57, 58). This research
is supported by Samtani, Zhu and Yu (8) where they
found that stronger threat severity does not reduce
users' self-efficacy but increasing it. Fear appeal
messages also had a high impact on society when
the threat and recommendation are made in their
respective mother tongue (59). Although often
effective in controlling an individual's security
behavior, worth noting that existing work from
various fields, such as marketing, communication,
politics, and health also questioned the use of fear
appeals as motivational drives (60). As proven by
Shin, Ki and Griffin (61), fear appeal elicits
negative emotions, so it is important to keep the
perceived threat controllable and the use of fear
appeal in advertising is complex and requiring
vigilant planning. While a significant amount of
previous studies focused on fear appeal in the
context of information security and health
campaign, unfortunately, there were limited
resources on the use of fear appeal in scam context
specifically.

Rational Appeal

A rational appeal is a message containing
proven facts. The content emphasizes the logic of
persuasion and reasoning. In the advertising
industry, rational appeal introduces to the consumer
the qualities and benefits of the goods. Rational
appeals attempt to convince people by making the
facts available to them and by giving proof to
demonstrate its’ effect. According to Meinard and
Tsoukias (62), people who are strongly inclined
towards reasoning and learning make an in-depth
evaluation of the depicted knowledge as opposed to
those who are not much concerned with detailed
analysis. Some information sometimes contains
differences in opinions to give its users logic and
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reasoning. Certain elements that affect the rational
appeal and one of them is; the level of an
individual's involvement (implication on their life).
For example, if scam incidents happen will they
lose a lot of money or it is just a scratch on the
surface? This situation requires logical thinking.
And of course, when it involves bad implication on
them, they will choose rationally instead of
emotional judgment. Research by Malik and
Tanveer (17) showed that in developing rational
appeal messages consider educative information to
convey logic to the respondents. It is crucial to
insert proven facts to create non-disputed messages.
Even though not many researchers use rational
appeal in the information security area, basic
findings on the use of rational appeal as behavior
change catalysts from advertising research can be
counted in (63, 54, 16). In this case, a key question
is raised:

Do fear and rational appeals have the same
impact on individuals with high susceptibility to
persuasion?

Methodology:

In analyzing the impact of fear and rational
appeal tactics, a quantitative approach were
employed to test the hypotheses. Pretest, posttest
surveys and controlled laboratory experiments were
conducted. The experiment consisted of three
experimental treatments (fear appeal, rational
appeal, and control group). Before the survey was
conducted, all respondents had been given
information regarding this research for them to
make an informed consent to participate. To
determine which appeal techniques can persuade
individuals to stay away from scam activities,
within-subjects design is chosen. This design
requires fewer participants and reduces the amount
of error arising from the natural variance between
individuals (64). For this experiment, the dependent
variable is the individuals' susceptibility level to
persuasion, whereas the appeal techniques are the
independent variables. Our hypotheses were as
follows:

Ho — There are no differences in types of
appeals between individuals with high susceptibility
to persuasion.

H; — Rational appeal has a stronger impact
on individuals with high susceptibility to persuasion
than fear appeal.

The Apparatus

Apparatus consists of an online survey and
flyers. In the pretest condition, the survey was
adopted from the "Susceptibility to Persuasion-1I
Scale” developed by Modic, Anderson and



Open Access
2021, Vol. 18 No.2 (Suppl. June)

Baghdad Science Journal

P-1SSN: 2078-8665
E-ISSN: 2411-7986

Palomaki (30). It is in the form of a Likert scale of 7
points, with choices ranging from strongly disagree
to strongly agree. This survey is used to determine
an individual’s susceptibility to persuasion toward
scam activities based on 10 persuasion factors; need
for cognition, need for consistency, need for
similarity, attitudes towards advertising, high-risk
preferences, social influence, self-control, sensation
seeking, ability to premeditate and uniqueness. The
survey was done in dual-language (English and
Bahasa Malaysia). The main reason for the dual-
language is because of the respondents' background.
For non-IT people, some words might not convey
its true meaning as intended. To assess pretest and
posttest conditions, the same survey is used
throughout this experiment. A one-page flyer with
two different infographic designs was used in this
experiment as part of the treatment media. They had
the same structures: a headline, images related to

Vv

WHO IS CALLING? ‘ '

the issue and messages with information under the
image. Flyer A (fear appeal): focus on the effects
and harms that scam can inflict on themselves and
their loved ones to arouse fearful feeling meanwhile
flyer B (rational appeal): contain statistical data and
proven research facts about scam to ignite rational
and logical thinking among respondents as
illustrated in Figure 1. The contents of the flyers
were developed by the researchers and were sent for
expert reviews. There were five expert reviewers
involved in the assessment of the flyers. These well-
known reviewers were identified based on their
diversity of expertise in the fields of psychology
related to crime based and computer security area.
All experts were contacted by email to give their
opinions and comments on the flyer’s messages and
after that appropriate improvement was done to
create better content.

WHO IS CALLING? ‘

WHATYOU DO NEXT,
COULD EFFECTYOU!

@ scam have a devastating financial and emotional impact 1o
the me people sadly lose their entire life savings to

n impact a person’s physical and mental health
der victims 1o require social care services which

whic
they did not previously need.

@ Ssomeone wha has been scammed, will have bad or tainted
public Image and reputation which lead to depression.

@ Being scammed s a life-changing event wit

long-lasting ¢ Shame is too much for many

h very severe,

victims to bear which lead to suicide. .

Think you're too SMART to be SCAMMED?
Think again...

(A)

o k&

WHATYOUDONEXT,
COULD EFFECTYOU!

@ 21.374 scam cases reported from Jan-Oct, 2018 In Malaysia
and lead to RM 4.2 billion loss nationwide.

@ 1.963 new scam cases In early 2019 (Jan - Apr). Scam has
been recorded as the highest incidents compared to other
Internet crimes in Malaysia.

@ 76% of Malaysian Internet users were familiar with the term
Internet scam, yet 46% still becoma the scam victims.

. RM400 billion was lost to online scams especially Macau
scam from 2017 t0 2019 in Malaysia.

Think you're too SMART to be SCAMMED?

v
Think again...

(B)

Figure 1. Examples of the Flyers: (A) Fear Appeal and (B) Rational Appeal.

Measurement

Susceptibility to persuasion level for each
individual was obtained directly from the adopted
survey as mentioned before. The survey consists of
ten subscales; need for cognition, need for
consistency, need for similarity, attitudes towards
advertising, high-risk preferences, social influence,
self-control,  sensation  seeking, ability to
premeditate and uniqueness. 54 statements were
included that are answered on a 7-point Likert scale
ranging from ‘strongly agree’ to ‘strongly disagree’.
The survey includes statements such as "advertising
results in better products for the public" and "if it
were possible to visit another planet or the moon for
free, 1 would be among the first to sign up". The
second part of the test presents a range of possible
scams (such as a romance scam or auction scam)
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and asks the user to respond whether they find the
scams plausible or not. Participants are given a
score out of 7 in each of the 10 areas. In result
analysis, Analysis Of Variance (ANOVA) one-way
test is used to determine whether there are any
statistically significant differences between the
means of the three independent groups.
Additionally, to determine which pairs of means are
statistically different, Tukey's post hoc test is
implemented.

Procedures

At the beginning of Phase 1: in the pretest
phase, respondents were asked to answer an StP-II
survey which have been converted into a dual-
language survey by the researcher for ease of
understanding among respondents and to aid in data
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collection stage. It is estimated that the respondents
took about 15 minutes to finish the process.
Informed consent and demographic information
were obtained from each respondent. They were
asked to include their age, gender, education
background, and internet literacy information.

During the experiment (2nd Phase): The
experiment was conducted in a controlled
laboratory environment to avoid any distractions.
Respondents were given a brief introduction to
scam, scam activities, how to identify a scammer
and an explanation on an individual’s differences
regarding persuasion. Respondents were given extra
information about the assigned appeal techniques.
This was done under the assumption that the
respondents should be aware of the appeal
technique being employed and equipped themselves
with some knowledge. After the briefing process,
fear appeal flyers were distributed among
themselves. Respondents were given 10 minutes to
fully understand and review all the information
thoroughly in that one-page flyer. Participants were
highly encouraged to ask the experimenter
guestions concerning details about the flyers.
Respondents were not allowed to have any
discussion with each other. After 10 minutes, all
respondents remain seated and were asked to
answer a posttest StP-11 survey again. The same
survey in pretest and posttest were used to assess
any impact these treatments posed on our
respondents. This entire experiment takes about 40
minutes to be completed.

At the end of the experiment: Before leaving
the room, each respondent handed over the flyers to
the experimenter. These procedures were repeated
for rational appeal treatment with a time gap of 6
weeks. According to Brown, Irving and Keegan
(65), the time gap between a pretest and a posttest is
somewhere between 3 to 6 weeks where the
respondents might already forget their answers for
the first time. In Figure 2, a summary of this
experiment is presented in the form of a flow
diagram.

877

Pretest:

« n=144
*  Onlne survey

Excluded:

* n=102 (42 ncomplete
Tesponses)

* n=T73 (lughly susceptible
individuals). Diseard 27

Experimental Group: Control Group:
s n=73 = n=73
Posttest: Posttest:
= n=73 s n=75
*  Cnline survey +  Cnline survey

Figure 2. Experiment Flow Diagram.

Results and Findings:

A total of 144 students took part in the
experiment. Data were screened for empty
responses, leaving us with 102 students who
completed their given tasks. The response rate was
70.8%. From this, only 75 respondents’ show high
susceptibility to persuasion, 33 (44%) male and 42
(56%) female were chosen as seen in Figure 3.
This research focus primarily on individuals with
high susceptibility to persuasion since this focus
group is the one with high-risk attitudes towards
scam compliance.

Respondents by Gender
41%

32%%

18%
9%

L

High Susceptibility to Persuasion Low Susceptibility to Persuasion
COMALE ®WFEMALE

Figure 3. Respondents by Gender

The mean age for the participants was
approximately 20 years with a standard deviation
of 2.3. All of the respondents (100%) completed
their SPM level and currently pursuing a study in
higher education. More than half (n = 50, 67%) of
the respondents had experiences using the internet
where they describe as "l know what IT means and
have an account on eBay, Facebook, Amazon,
etc.”. As seen in Figures 4 and 5, the highest
internet literacy level comes from respondents with
22-25 years of age with the lowest one from the
18-21 age group with 3%. Meanwhile, the
Diploma level (age group 21-26) has the highest
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internet literacy among other levels of the

education group.

Internet Literacy by Age Group

INTERNET LITERACY

OI know what TT' means and
have an account on eBay,
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Since this persuasion scale is an established
measurement adopted directly from Modic,
Anderson, and Palomaki (25), the answer is used
as it is to determine whether those respondents
have high susceptibility or low susceptibility to
persuasion. The reason behind this selection is
because researcher assumed individuals with low
susceptibility to persuasion do not pose a high-risk
attitude thus they were excluded from this
experiment. The results for the independent
variables are provided in Table 2. From the mean
differences P1-P2, a rational appeal has the highest
value compared to fear appeal and no appeal
treatment. To prove this result, ANOVA test
compared the 3 treatments.

Table 2. Mean Differences for Pre and Post
Test.

A one-way ANOVA compares the impact of
appeal techniques on individuals' susceptibility
levels in fear appeal, rational appeal, and no appeal
conditions. Table 3 shows that appeal techniques
have had a significant effect on respondents with
high susceptibility to persuasion, the p<.05 level
for the three conditions [F (2, 222) = 11.88, p =
0.000]. To  specify which appeal techniques has
the most impact on individuals, Tukey's test is used.

Table 3. Significant Differences between Appeal
Techniques.

Sum of df Mean F Sig.
Squares Square
Between 19.476 2 9.738  11.880 .000
Groups
Within 181.975 222 .820
Groups
Total 201.451 224

Post hoc comparisons using the Tukey's test
indicate that the mean score for the rational appeal
condition (M = 0.76, SD = 0.75) was significantly
different than the no appeal condition (M =
0.04, SD = 1.05). However, the fear appeal
condition (M = 0.46, SD = 0.88) has a modest
interaction effect between rational and no appeal
conditions as in Table 4.

Table 4. Mean and Standard Deviation between
Appeal Technigues.

Pretest Posttest (P,) Differences (P1-P,)

(P)
FA RA NA FA RA NA
4.06 3.61 330 4.01 0.46 0.76 0.04

Note: FA=Fear Appeal, RA=Rational Appeal, NA=No
Appeal

N Mean Std.Deviation Std.Error
Fear 75  .4577 .88395 .10207
Appeal
Rational 75 .7617 .75232 .08687
Appeal
No 75 .0439 1.05441 12175
Appeal
(control
group)
Total 225 4211 94833 .06322

Taken together, these results suggest that
rational appeal indeed showed to affectindividuals
with high susceptibility to persuasion. Specifically,
our results suggest that rational appeal has a
significantly higher persuasive influence on
individuals compare to fear appeal. However, it
should be noted that both appeal techniques do
have a significant impact on individuals. For the
control group, it does not appear to have
significant results on an individual's susceptibility
level.
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Figure 6. Appeal Techniques Effect for Pre and Posttest

Figure 6 shows the interaction effects of
appeal techniques for pre and post conditions.
When respondents are exposed to rational appeal
treatment, it generates the highest means. This
proves that rational appeal has a great effect on
individuals with high susceptibility to persuasion.
Our hypotheses testing were summarized in Table
5 below. The null hypothesis is rejected. H1
hypothesis were strongly supported (M = 0.76, p
<.05).

Table 5. Summary of Hypotheses Testing.

Hypotheses Supported?
Ho — There are no differences in types of No
appeals between individuals with high
susceptibility to persuasion.
H, — Rational appeal has a stronger Yes
impact on individuals with  high
susceptibility to persuasion than fear
appeal.
Discussion:

This section will entail further some

discussion based on from the results and findings
shared in previous section. From this study, fear
appeals do not have a significant impact on
individuals with high susceptibility to persuasion.
As we all know, this type of respondent does like
to take the risk and act recklessly however, to
suppress this behavior by putting fear into them is
not a good tactic. There are several reasons for
this; as we all know, the fear appeal has been used
widely in health campaign and many Kkinds of
research have been done on it to promote its
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effectiveness. In the scam context, putting fear into
individuals might not work well because
respondents feel that they are in control of their
actions and decisions. They feel confident that they
can recognize and avoid scam like activities,
unfortunately, most of the time, they don't. When
overconfident kicks in, that is when they realized
they have fallen victims to scammers. Unlike
health, they cannot control how their body works,
for example, their metabolism rate, getting cancer
at a young age or having allergies to drugs or food.
So in return, they have feelings of fear and worries
inside them when talking about health. They tend
to follow recommended actions such as quit
smoking, take a balanced diet or do health
checkups once a year. Unlike scam, even when
their loved ones advise them to stay away from
scam like activities, they still feel that they are in
control of their actions and they know what they
are doing. So for scam campaign advertisers, fear
messages might not induce much fear in people to
keep them from being scam victims.

This result act as starting point in identifying
rational appeal as a persuasive technique that can
be implemented in the anti-scam awareness
campaign. Rational appeal deals with statistics and
proven facts. Rational appeals stimulate people to
employ logical reasoning, to get them to act
correctly, while fear appeals depend on feelings.
People tend to believe evidence and information
when it comes to risky behavior such as a scam.
Even with individuals who have a high
susceptibility to persuasion, when it comes to
money or to protect their loved ones from danger,
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they will think rationally and logically in making
wise decisions. Rational appeal knock someone a
sense of reason. To make a better judgment, they
need a good reason. Hopefully, this research
contributes  considerably to the established
literature in cybersecurity. Appeal techniques'
effect, particularly in scam context, was not
researched before. Therefore, this study fills the
research gap and adds to the current body of
knowledge.

Conclusion:

This study is intended to examine the impact
of appeal techniques on an individual's personality
and to discover an appeal technique for individuals
with high susceptibility to persuasion. From
findings, rational appeal techniques best suit
individual's with high susceptibility to persuasion
rather than fear appeal technique. Rational appeals
that convey logic and educative information with
proven facts prove to be effective in persuading
people to be vigilant when confronting lucrative
offers and cunning scammers. The limitation of
this study is that the subject pool includes higher
education students only. This demographic could
be expected to have little knowledge and
experience in dealing with scam activities and only
focus on certain types of scam related to them such
as accommodation scams and counterfeit goods.

Future research would fairly reflect data
from all age groups to broaden the diversity of data
collection. It is also interesting to see how the
appeal techniques can be combined to provide
better appeal messages and at the same time able to
persuade people to be wary of scammers. Another
worthwhile direction is to investigate other appeal
techniques that can be used to develop effective
campaigns’ content to facilitate enforcement
agencies in combatting scams.
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