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Abstract

High-security cryptography algorithms like AES require high computational capabilities to achieve
information security. Therefore, it is necessary to use parallel computing architectures that exploit
modern technologies in spatial parallelisms to obtain the most conceivable computational power.
Various technologies have been introduced to achieve parallel processing. One of them is field-
programmable gate arrays (FPGASs), which have good characteristics suitable for implementing parallel
architectures with lower power consumption. The paper aims to design and implement an embedded
computing processing engine architecture transceiver with high performance to obtain better throughput
on FPGA technology to encrypt and decrypt images. In this design, two boards are used, "DE1_Soc and
NEEK board" with Altera Quartus prime 18.1, cyclone V 5CSEMAS5F31C6 FPGA device for synthesis
and simulation. The implementation results show that the proposed architecture has an efficient
performance in terms of an operating frequency is 600 MHZ and a throughput is 76.8 GHZ.

Keywords: AES algorithm, Encryption /Decryption, Intent of thing, FPGA, VHDL, Security.

Introduction

Different approaches of cryptographic algorithms are
used to secure and protect sensitive information from
unauthorized parties; each one has its pros and cons.
The Advanced Encryption Standard (AES) is one of
the cryptographic algorithms, which is used to secure
data, that is trustworthy, efficient and has not yet
been cracked. Different approaches are used to
implement it with different techniques; each has pros
and cons'?. AES is a symmetric-key technique,
meaning only duplicate keys for encrypting and
decrypting processes are used. Three AES versions
are adapted from the United States National Institute
of Standards and Technology (NIST); the block size

is 128 bits, but they differ in key length sizes: 128,
192, or 256 bits, as well as the number of rounds that
depends on the used key length. The AES system is
referred to as the Rijndael algorithm, which was
developed by Joan Daemen and Vincent Rijmen3,
Although the AES algorithm provides good security,
it needs high computing power to perform its
operations within several used rounds, which needs
more time for the encryption and decryption of the
data *. So, using the AES encryption system takes a
long to perform its operations, making it unsuitable
for devices with limited resources. Whereas loT
processing devices have limited resources and are
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not able to perform operations in a fast manner in
real-time® ©. The growth of image data gathering and
processing needs to explore modern technologies
that speed up processing, achieve high throughput,
and lower power consumption in real time. So, it is
necessary to use suitable approaches to speed up its
operations to meet these requirements using the AES
algorithm by implementing it on FPGA, which is one
of the solutions to increase processing speed. The
reconfigurable FPGAs make them a very suitable
choice for real time processing to get fast
computation since FPGAS have a parallel nature that
can be used in both spatial and temporal parallel
processing "8,

FPGA technology is preferred over other parallel
computing options for implementing the AES
algorithm in 10T applications due to its high
performance, flexibility, energy efficiency, and
reconfigurability:

e Superior implementation: FPGAs provide
comparable processing power and hardware
accelerators for successful implementation.
Unlike software implementation, FPGA-
based AES schemes provide much higher
throughput and shorter idle times. By
parallelizing the AES computation process
across different processing units, FPGAs can
accelerate data encryption and decryption,
making them ideal for continuous loT
applications.

o Flexibility: As an extremely flexible solution
(in terms of hardware customization) one of
the advantages of using FPGAs is that
innovators can customize AES
implementations according to specific
requirements. In contrast to fixed capability
ASICs or processors with a fixed range of
functions, FPGAs are reconfigurable for use
with different AES key sizes, operating
modes and performance extensions, yielding
them for use with the expanding security
needs of IoT applications.

o Power efficiency: Integrated circuits are less
power efficient than FPGAs delivering more
performance per watt. It is critical for loT
devices; that is, devices that rely on power
sources with limited power in, such as
batteries; by pushing the AES tasks to

FPGAs, the 10T devices can extend battery
life and conserve power.

¢ Reconfigurability: FPGAs are
reconfigurable. The hardware can be
reconfigured, incrementally, to support
different  functions, including AES
computation. Updating or patching AES
implementation is very easy, as is addressing
new security risks and incorporating new
encryption standards. FPGAs are flexible
and make for a future proof path to support
changing security requirements of loT
applications.

Because of the high performance, flexibility,
power efficiency and reconfigurability offered
by FPGA technology, AES algorithms are the
preferred implementation option for loT
applications. FPGAs’> parallel processing
capabilities accelerate data encryption and
decryption and make them applicable to real time
loT applications. In addition, FPGAs offer
hardware customizability for AES application,
so that AES implementation is flexible with
various requirements of the application. As they
also increase both power efficiency and
reconfigurability, they become more suited for
resource constrained loT devices. Thus, one of
the main advantages of FPGA technology is that
it may exert a significant influence on the
security of loT applications by expeditiously
realization of AES algorithms®.

As with any other technology, however, this
implementation suffers certain drawbacks. The
objective of this paper is to explore the
drawbacks of using AES algorithm in FPGAs
and propose a recovery procedure to address
these limitations:

e High operational and regulatory costs: To
implement FPGAs, one must have a special
knowledge; they are expensive to implement
and therefore relatively expensive for a small
project on the Internet of Things.

e Limited flexibility: FPGAs provide the
scalability to critical engineering and
infrastructure where replacement or change
of equipment may be required. It may make
flexibility and resiliency difficult in
situations where the number of connected
devices goes up and down.
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e Power consumption: FPGAs have their
isochronous nature, which consumes a lot
more power than other computing platforms
which sometimes leads to higher operating
costs and might not be suitable for power
hungry loT devices.

e Programming complexity: FPGAs are hard
to create and hard to program them with
special skills needed. Long development
cycles and the risk of implementation errors
characterize high learning and adaptation
required projects.

To address the aforementioned disadvantages, the
following recovery procedure is proposed:

o Simplify costs: By using cloud-based FPGA
services or open-source FPGA platforms,
overhead can be reduced significantly, and a
smart solution for performing AES
computation on FPGA is offered.

e Privacy and flexibility: The flexibility
gained in scaling AES computations on
FPGAs is also demonstrated. Separating
encryption and decryption into two separate
operations will allow for the framework to
scale to more numbers of loT devices
without the need for any new hardware.

e Power optimization techniques: Power
saving techniques include clock gating,
voltage scaling and dynamic power
management, all for power reduction with
performance penalty.

e Simplified development environment: It
reduces FPGA programming to libraries and
frameworks that provide easy-to-use
development tools. This makes
programming on FPGA based projects
relatively easy for any range of developers.

Therefore, the architecture techniques is updated to
make the processing faster than before without
changing the techniques themselves >€. The proposed

Related work

AES, also known as Rijndael, is a symmetric
encryption algorithm that operates on fixed-size
blocks of data. AES uses a series of substitution,
reordering, and permutation operations to provide a

architectures had been exploit the capabilities which
is offered by FPGI technologies in relation to the
general purpose configurable logic, as well as
specific functions specialization to design an
architecture is used to implement an AES algorithm
to make the 10T environment data more secure.
DE1 Soc and NEEK boards are used for this
purpose. Actually, the following contributions are
achieved:

e Proposes design of end-to-end architecture
suitable for implementing AES algorithms
by processing the data in parallel. AES needs
high computing power to match the limited
capabilities of the Internet of Things. Also,
enhance the AES cryptosystem security by
dividing and shifting processes, encrypting,
sending, decrypting, and collecting files as
original with minimum data corruption.

e Design and implement an architecture with
guad processing engines, which use
parallelism with spatial and temporal to
increase the throughput and reduce the
processing time. Spatial parallelism is
achieved by creating quad processing
engines to handle different data at the same
time. While the temporal (deep pipelining)
divides every engine into sub-modules to
process and execute various tasks.

e The proposed design used a frequency of
600 MHz with 128.bit for each engine, an
FPGA DE1-SoC board and a NEEK board
have been chosen as the computing
platforms because they have a high-
performance power processing data chipset.
It used design tasks because of its capability

to handle large amounts of data in parallel*®-
13

The paper is organized to discuss the following
related work, components of 10T, IoT data security
challenges, AES 128-bit encryption/decryption
description,  computing  processing  engine
architecture model design on FPGA, results and
discussion and conclusion.

high degree of security. Field-programmable gate
arrays (FPGASs) are flexible, resilient, and parallel,
making them suitable for implementing complex
algorithms such as AES; FPGA-based
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implementations are ideal for real-time applications
as they can achieve high operating frequencies and
throughput. Researchers have proposed various
architectural designs for implementing AES in
FPGAs. These designs focus on improving resource
utilization and reducing power consumption while
maintaining high performance. The proposed FPGA
architecture for AES has been extensively evaluated
and the results are impressive: the operating
frequency of 600MHz indicates the speed at which
encryption and decryption operations can be
performed; and the high throughput of 76.8Gbps
reflects the many advantages of FPGA-based AES
applications, such as:

o Flexibility: FPGA designs can be easily
modified and reconfigured, allowing for the
incorporation of additional features or
improvements.

e Parallelism: FPGA designs can exploit
parallelism, enabling multiple encryption or
decryption operations to be performed
concurrently, thereby enhancing overall
performance.

e Security: The use of FPGAs provides a
higher level of security as the encryption
keys and data can be stored within the
FPGA, reducing the risk of exposure.

Many architectural designs for implemented AES on
FPGA families were used to make use of many
advantages, such as increased operating frequency.
These approaches aim to increase the processing
speed for Advance encryption standard algorithms
implementation to secure applications sensitive
information. The following are some researchers
building the AES with a different approach to FPGA.

In (Ref 1), the Implementation of the AES algorithm
on FPGA uses a multistage pipeline with resource
sharing to achieve the optimized area, power and
delay. Used Device: Virtex 7. But the dis advantage
that it still with low frequency is 190 MHZ, So the
throughput is also still less.

In (Ref 2), Implement a 128.bit AES Encryption
algorithm by improved Sub-Pipelined S-box is
integrated into the design to balance the area, power,
and performance of the system with less device
utilization. Used the Device: Virtex4. The dis
advantage for this researcher used the sub pipeline
with limited resources, that will produce low
efficiency

In (Ref 3), Implemented an architecture-based
parallel hardware implementation of a data hiding
scheme for quality access control of images in the
discrete cosine transform (DCT) domain on FPGA
the disadvantage for the researcher is still low
because no parallel processing to speed up the
process.

In today's digital era, the need for secure data
transmission and storage has become increasingly
vital. Image encryption and decryption is a crucial
aspect of ensuring data confidentiality, integrity, and
authenticity. Field-Programmable Gate Arrays
(FPGAs) have gained significant popularity in
implementing encryption algorithms due to their
parallel  processing capabilities and high-
performance computing. This paper provides a
detailed review of the existing literature on FPGA-
based image encryption and decryption, which could
offer valuable context and help identify gaps in the
research!13,

Components of 10T

The Internet of things components are sensors and
actuators, embedded processing, and the cloud and
connectivity'*!’. Connectivity and the cloud serve as
a medium for communication and data storage, while
embedded processing provides smart object
intelligence. The components that make up the
Internet of Things system include®®:

e Hardware: In loT systems, the hardware utilizes
devices for control, servers, sensors, actuators,
devices for a remote dashboard, a routing device,
embedded communication devices, and others.
The loT hardware is used to carry out several
activities, including system activation, action
specification, communication, and detection, to
support  specific objectives and  security.
Developments in wireless transmitting devices
with low power and low cost are promising in loT.

e Middleware: It contains software on-demand
and computing resources for data analysis. The
software is responsible for data collection and
device integration within the networks of the

loT.

e Presentation: It helps in visualizing, providing
insight, and comprehension of data by providing
tools that can be used for various applications by
utilizing different platforms.
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Meanwhile, some enabling technologies are
required for loT systems under the above
components, such as:

¢ Radiofrequency identification (RFID) can locate
and determine items using radio waves that permit
the collection of necessary information.

o Wireless Sensor Networks (WSN) enable the
capturing of data by sensor networks from
different environments and processes, analyzing
and easily disseminating information by utilizing
small, tiny devices that are low-powered and
coupled with wireless communications.

e Addressing Scheme: To identify the devices
uniquely and control the devices remotely
through the Internet, each object that may be
connected subsequently will undergo unique
identification.

o Data storage and analytics: The 10T needs a tool
to collect massive amounts of data and manage,
process, and store them in real-time. Therefore,
artificially intelligent algorithms, methods, and
software applications suitable for decision-
making are needed to perform these actions.

o Visualization: according to the availability of
smartphones, tablets, and iPad devices, the data
will be visualized, and the user can read and
understand this data easily with minimum effort.

loT Data Security Challenges

Input 128 bit

Add Round Key

+

Sub Bytes

I

Shift Rows

+

Mix Columns

1

Acdd Round

[

| punoy

Expanding the number of devices that communicate
via networks in the 1oT and widely used in human
life faces increasing security risks and poses new
challenges to data security. These security risks need
to consider some security requirements like
authentication, confidentiality, trust, and data
security. Therefore, there is a need for data
transmitted and stored in a secure manner to protect
loT data from destructive forces or unauthorized

access, which could pose a serious threat to safety of
human life!®2, Therefore, there is a need to endorse
a highly secure cryptographic system that is able to
withstand intruder attacks. One of these
cryptographic that not been cracked until now is AES
algorithm.

AES 128-bit Encryption/Decryption Description

Both state and keys have 128 bits. Every round here
is made up of four transformation functions (Sub
bytes, Shift-rows, Mix-columns, add round Key) to
accomplish the encryption operation, except the last
round, which does not include the AddRoundKey
function. The decryption operation involves
conducting an inverse state to achieve the original
state. The plaintext is an XORed operation with
keys. All the first "9" AES algorithm rounds
comprise the four stages, excluding the last round in
which only three operations are involved (Sub-bytes,
Shift-rows, add round key) 2224, AES Encryption is
illustrated in Fig. 1.

Sub Bytes
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+

M Columns
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Figure 1. The Block Diagram of 128-AES Algorithm Encrypt
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A. Sub Bytes Stage

The first stage uses a 16x16 matrix of bytes, called
S-boxes, to substitute each state byte with a different
value according to the mapping between the S-Box
and the element's value. The initial four bits of the
state byte stand for the number of the S-Box row,
while the second four bits represent the number S-
Box column. The Sub Bytes function is shown in Fig.
2.

>

o

Figure 2. The Sub Byte Operation

The S—box design utilizes the multiplicative inverse
over GF(28) to obtain the desired non-linearity
properties to achieve resistance to cryptanalytic
attacks and interact the input bits with the output bits.

B. Shift Rows Stage

This function performs a simple permutation; each
row is shifted depending on its location, and the first
row is never shifted. The second row involves the
conduction of a 1-byte circular left shift. While the
2-byte and 3-byte left circular left shifts are carried
out in the 3rd and 4th rows accordingly. The Shift
Rows Function is shown in Fig. 3.
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Figure 3. The Operation of the Shift Rows
Functions
C. Mix Columns Stage

This function operates on each column individually
by carrying out a form of substitution in which

arithmetic over GF (28) is involved. Here, a modulo
multiplication is of 211four numbers in a column in
Rijndeal's Galois field using a particular matrix
described in Fig. 4. The function's input is four bytes
of a single column, and the output is a novel matrix
of 16 bytes in place of the initial column. In the final
round of the algorithm, this process is not involved.
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Figure 4. The Operation of the Mix Columns

D. Addroundkey Function

The final function is the AddRoundKey stage, in
which a simple bitwise XOR operation is carried out
between 128 bits of the round key and the 128 bits of
the present state to obtain the output of individual
rounds. The 16 bytes of the input matrix are
considered 128 bits and are XORed to the 128 bits of
the round key. The output is the cipher text when it
occurs as the final round; otherwise, the 128 bits
obtained are considered as 16 bytes input and return
to perform a different round. Fig. 5 shows the
AddRoundKey function.
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AddRoundKey
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a a
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Figure 5. The Operation of the AddAroundKey

Implementing AES algorithms on FPGAs is a
promising solution to increase the security and
efficiency of loT applications: With FPGAS
providing resource usage and parallelism, hybrid
architectures can be designed to accelerate AES
implementation with minimal resources. AES
implementation with minimum resource usage and
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acceleration. However, the challenges have to be
overcome, though future research and advances in
FPGA technology can hopefully mitigate those
barriers. At the end of the day, FPGA based AES

Input Encryption | 28 bit

implementations will revolutionize 10T security and
enable adoption of secure communications to various
loT domains in abundance.

Inverse Add Round Key o Kev-length 128.bit
‘ Inverse Sub Bytes
Inverse Shift Rows ( Inwerss Sub Bytes ‘\
= + ¥
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Inverse Add Rownd — Columns
Key ¢
T Inverse Add Round
\_
T
Inverse Sub Byies
Inverse Shift Rows
g 2
E_ Inverse Add Roumd
= Key

Ouipul Decryption 128 _hit

Figure 6. Flowchart for the operation of AES-128-bit Decryption

The Internet of Things (1oT) development has been
rapid, which has added many conveniences and
benefits to our lives daily. Yet there has been
legitimate concern raised that security and privacy of
0T devices and systems will deteriorate with this
expansion. These challenges are addressed by using
standards and guidelines developed and promoted by
the National Institute of Standards and Technology
(NIST) to help develop and promote loT security
standards and guidelines. The aim of this paper is to
bring to the forefront the value of NIST in improving
loT security as well as the need to adopt its
recommendations.

The decryption process of AES algorithm is done in
the reverse rounds order of encryption process. Each
round consists of the four processes conducted in the
reverse order, Add round key, Mix columns, Shift
rows, and Byte substitution. Since sub-processes in
each round are in a reverse manner, decryption
algorithms need to be separately implemented,

although they are closely related, as shown in Fig. 6.

A number of modifications were conducted by the
researchers at some stages of the AES standard
version to increase the processing speed or reduce the
area using different kits of FPGAs techniques®® 25 %,
But most of the modifications that have been made
have not been approved by an authoritative agency
like NIST?"-29,

Computing processing engine architecture model
design on FPGA

In this architecture model, a processing engine is
used to process an image on both board's sides,
transmitter and receiver. Fig. 7, shows the top-level
design. Two different boards are used, DE1_Soc and
NEEK, to make use of their abilities to design
circuits for various applications of data processing.
The DE1_Soc board is used at the sender part, while
the NEEK board is used at the receiver part.
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Figure 7. Top Level design
The components of top-level design as follows:

¢ Image Preparation and storage on SD Card:
in this stage, images are prepared for processing
within the proposed architecture. It includes
three activities: reading the image, resizing the
image to multiple of 128 byte and storing on
SD Card. SD card is 2 Gb for NEEK board and
4Gb for DE1_SoC.

e Processing Engines (PE): They
simultaneously process the image data in a
parallel manner. The processing engine consists
of the necessary functions of the
encryption/decryption processing unit, on-chip
memory, sync, and time/multi-clock units. The
processing in each PE depends on using
pipelining architecture.

e UART is a protocol for asynchronous serial
communication with a configurable speed that
uses bi-directional for transmitting and
receiving the serial data. The synchronizing of
the output bits from the transmitting device and
the receiving devices does not need a clock
signal. The device of UART has two signals:
transmitter (Tx) and receiver (Rx)

e The Wi-Fi controller transfers images between
two boards: DE1-SoC and NEEK boards. Both
boards had the same TLDs. Wi-Fi in DE1_SoC
operates as (Server) and Wi-Fi in NEEK works
as (Client), so the transmission will be easy.

In the proposed architecture, the image is prepared
for processing through a series of activities. First, the
image is read and then resized to multiples of 128
bytes. This step ensures consistency and efficient
processing under the AES algorithm. Finally, the re-
edited images are stored on an SD card, which acts
as a secure and reliable storage medium. This
component ensures that the input data is properly
prepared for AES encryption/decryption, which
increases security and efficiency. To achieve parallel

processing of image data, the proposed architecture
leverages a parallel processing engine (PE); the PE
consists of core components such  as
encryption/decryption processing units, on-chip
memory, synchronization, and multiple time/clock
units. By using a pipelined architecture, each
processing engine (PE) can handle multiple tasks
simultaneously, increasing processing speed and
efficiency. The use of FPGAs enables the
implementation of multiple processing engines,
increasing the system’s ability to process large
amounts of data. The Universal Asynchronous
Receiver and Transmitter (UART) protocol plays a
key role in facilitating communication between
devices in the architecture. UART enables
asynchronous serial communication at configurable
speeds. UART uses a bidirectional communication
method, allowing transmitters and receivers to
exchange data seamlessly. A notable advantage of
UART is that it does not require a clock signal to
synchronize output bits. This feature simplifies the
communication process and contributes to the
overall efficiency of the system.

/ Read Image /
i

I Brore Image in S0 Card |

1

Resize the Image (Multiple of
128 Bvie)

1

Divide Image Part o 128-
Byie Blocks

!

Encryvpt Each Block Using
AES Aldgorithom

!

Send 1o Neek Board I

Il

Decrypt Each Block Using
AES Aldcorithnm

Il

Store and Display On LCD
Soneen

.

Figure 8. Flowchart for Computing Engine.

And the Wi-Fi controller acts as an important part
implementing image transmission between two
boards, DE1-SoC and NEEK. In terms of the top-
level design (TLD) of the two boards they share the
same design. In this setup, the Wi-Fi on DE1-SoC is
as a server and the Wi-Fi on NEEK is as a client.
With this configuration, image transmission and
efficient data transfer is possible between devices.
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The proposed architecture uses the Wi-Fi technology
to support secure and reliable communication, and at
the same time, increases the security level of the
overall system. This means that AES algorithms can
be implemented in FPGAs, which is a promising
approach for applications in the 10T and a promising
solution to boosting applications' security and
efficiency. The proposed architecture enables
transmitting and processing data securely between
loT devices by using a high-level design including
image preparation, processing engine, UART
communication, and Wi-Fi controller. Together
these components provide high speed encryption and
decryption, parallel throughput, communication
integration, and secure data transfer. Increasingly

Results and Discussion

This proposed architecture is implemented using a
computing processing engine for the two parties to
process an image simultaneously. The processing
includes original images of different types (color and
gray), where the image has first been resized the size,
then saved on the SD Card inside the DE1_SoC
board. The computing processing engine does all the
important encryption operations and sends them

both in loT and in the broader environment, the need
to incorporate AES in FPGAs to protect data and
increase the overall efficiency of 10T applications is
also growing. Figure 8 shows the operation details of
the proposed image processing architecture on both
sender and receiver sides with the respective
flowcharts. Then one type of images at a time is read
in the card and stored on the SD Card. After that
block are sent to the engine to process the encoding
and decoding. Image segments are encoded and sent
to the NEEK board where the decoding of segments
is performed, segments of image are combined to
reconstruct the original image, and the image is
displayed on the LCD. 128 bytes are processed each
time.

through WIFI to the NEEK board. Both boards have
the same top-level design of the processing engine.
The NEEK board receives the encrypted image and
the decryption operation inside its computing
processing engine and sends the image to the LCD
screen. Fig. 9 and 10 present examples of the results
for color and gray images respectively.

Figure 10. Stages for encryption and decryption gray image.

Fig. 11 and 12 show that the processing engine
processes the data based on CAD tools. Quartus
prime 18.1 a chipset (5SCSEMA5F31C6) cyclone V
on FPGA DE1-SoC and NEEK. All these results

from Quartus compilation files show that the
maximum frequency used in computing processing
engine is 600MHz, so the processing time will
decrease, and throughput will increase. Also, the
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Quartus compilation report presents resource
utilization such as register, pin memory bit, logic
element, PLL, and others. Table 1 shows the
performance of computing processing engine®*-%,

This architecture is characterized by its flexibility; it
can be used for any kind of image or data processing
by changing the part of the program in the processing
engine with a program of the application that the user
wants to implement it336,
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Table 1. Show the Analysis Computing Processing Engine

Features Result
Frequency Maximum (Fmax) 600MHz
Time 1.6 ns
Throughput 76.8 Ghps
Logic Utilization 10.608/32.070 (33%)
Memory Bit 895.296 (22%)
Total Pin 53/457 (12%)
Total Register Number 24.571/128 (19%)
PLL 3/6 (50%)

Comparison with Other Works

This section compares the results of the previous
work and our proposal architecture, including a
single computing processing engine and quad
computing processing engine design on Altera
Quartus Prime 18.1 cyclone V 5CSEMAS5F31C6
FPGA platform for Maximum frequency,
throughput, and other performance parameters. Also,
a frequency comparison between different
implementation techniques is performed and our
architectures. The frequency comparison of different
techniques is shown in Fig. 13.

750

650

550
450
350
250
150 I
- 1.7

(Rajasekar &  (Arul (Faoog & (Wong,et (Wang,et Our design Ou.rde ign
Mangalam, Murugan, C~ Aslam &l 2018) al,2016) Single
2020)  etal 2020)  201T) Pracessm Pmcessn’z
Enging Engine

Maximum Frequency / MHz

Results of the Last Researchers

Figure 13. Maximum Frequency Performance of
Computing Engines of Image.

It can be seen in the figure below that (Rajasekar &
Mangalam, 2020)? obtained a max frequency of
190.6 MHz, Arul Murugan et al.*® obtained Fmax =

Conclusion

This paper provides a brief overview of a proposed
architecture and partial results that obtained from the
implementation. The proposed architectures
implemented consist of a processing engine on both
sides, transmitter and receiver. The implementation
is done using two different boards: Altera®
Development and Education DE1_Soc(server), and

112.37 MHz, Farooq & Aslam * got a frequency of
886.4 MHz, and Wong et al. *® obtained a frequency
of 102.536 MHz In our architecture, 600 MHz and
412 MHz are received in single and quad processing
engines, respectively. Finally, performing a
throughput comparison between previous techniques
and the proposed architecture is performed. This
comparison is presented in Fig. 14. It can be seen
from this figure that (Rajasekar & Mangalam)?
obtained 3.61 Mbps, (Arul Murugan et al.) received
14.383 Mbps, Noor Basha et al. ° obtained 867Mbps,
and Farooq & Aslam® obtained 11.35 GBIs.
Compared to the proposed architecture, our
implementation on DE1 and NEEK boards gives
more throughput which are 76.8 Gb/s and 210.9 Gb/s
for single engine and quad engine, respectively.

Throughput

%,
N
%

Results of the Last Researchers

Figure 14. Throughput Performance of
Computing Engines of Image.

NEEK board(client) which includes (LUTs, Flip
Flops, RAM Tiles) connected using Fi-Wi on both
boards, and the software is Altera Quartus Prime 18.1
cyclone V 5CSEMAS5F31C6 for synthesis and
simulation. To evaluate the performance of the
proposed architecture, the numerical results are
obtained from the implementation, which are
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presented its efficiency by making use of modern
technologies of FPGA to gain more benefits.

There are several important topics that remain to be
developed in this area for future research, as follows:

o Investigation of the possibility of applying this
architecture of multiple computing processing
engines used with video from digital cameras
using FPGA and encoding it using a 128.bit
AES algorithm.

e Further investigation recommends architecture
performs other algorithms in the spatial and
temporal parallelism and makes them work as a
package of algorithms to complicate the
attacker's attacks.

e Development of the architecture can be
enhanced by utilizing modern boards of FPGA
technologies to take advantage of resource
utilization and improve the VHDL code that
was implemented to get better achievement
alongside with reducing the resources that are
used.

e Expanding to optimizing power consumption or
expanding the range of encryption algorithms.
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