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Abstract

Technology startups are critical to the advancement of digital initiatives in many countries undergoing
smart nation agenda. Technology startups are thus vendors and suppliers of services to large
organizations such as the government sector, multi-national corporations and financial institutions. As
such, startups are fast becoming attack vectors for malicious perpetrators to gain entry via backdoors to
large organizations. However, startups remain prudent in their cyber security spending as their north star
is revenue generation by delivering their services and minimum viable product (MVP) to their
customers. This study proposes an enhanced Return on Security Investment (ROSI) which helps
technology startups calculate the return on security investment and justify their budget of cyber security
spending. Though there are existing models to calculate the return of investments allocated to cyber
security expenditure, they are rather complex and do not give management clarity in terms of the
monetary value for cyber security spending. Furthermore, the existing models do not cater to the
dynamics and nuances of technology startups. The enhanced model also provides technology startups
the ability to appropriately adjust their cyber security investments based on the calculations of the
Minimum (Min) and Maximum (Max) ROSI values. The proposed and enhanced ROSI model has been
validated by 5 cyber security experts who agreed on the importance and necessity of the model to be
applied to technology startups. The results of the case study on a FinTech startup enable the calculation
of the Min and Max ROSI to justify the return on security investments and provide the startup with the
ability to adjust the cyber security spending accordingly.

Keywords: Cyber Security Maturity Level, Cyber Security Quantification, Return of Security
Investment, ROSI, Technology Startup.

Introduction

In this day and age, digitalization is no longer an safe from the proliferation of cyber-attacks which
option. In the current digital era, no organization is  occur on a daily basis. Cyber criminals are relentless
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in finding new ways to exploit security
vulnerabilities in organizations at a global scalel.
Whether you are a large multinational conglomerate,
financial institution, government agency, small and
medium enterprises (SMESs) or even a technology
startup, the threat of a cyber-attack is not the matter
of “if” it will occur but rather “when” it will occur.
That is why it is important for organizations, big or
small, being “cyber-ready” or equipped with the right
resources to protect and defend against cyber threats.
According to Singapore Business Review,
Singapore, a small sovereign state in Southeast Asia,
has detected 1,817,635 cyber threats in Q2 2022
alone which is an increase of 17.6% from Q1.

Cyber-attacks, whether they are in the form of data
breaches, ransomware, denial of service or
exploitation of vulnerabilities, can cost organizations
a lot of money and in the case of SMEs such as
technology startups, they may even end up closing
up shop. SMEs are the same as startups in the form
of scale and size?. They typically do not have many
employees unlike large multinationals and are
especially prudent in their spending due to limited
financial capability. They play a critical role in the
economic and social stability of the country®. In the
case of technology startups where the main focus is
on developing innovative products for the end
consumers, the budget is typically allocated for
product development, and not on enhancing cyber
security capabilities, which thus makes technology
startups even more susceptible to cyber-attacks by
malicious perpetrators®. Founders in technology
startups don’t normally comprehend the concepts of
cyber security. Generally, in startups, cyber security
is viewed as an IT problem but in actual fact, it has
to be acknowledged as a business risk. When the
organization suffers a data breach due to a cyber-
attack, it has an adverse impact on the company
reputation, customers’ churn and investors’
confidence. The attack may hamper the startup’s
ability to scale, attract new customer base or
investments from venture capitalists.

Since startups have limited financial resources to
invest in cyber security, they do not have the
necessary capabilities to protect their business from
cyber-attacks. This is why hackers have shifted their
attention to attack smaller organizations like startups

instead of putting their efforts on large
conglomerates®. Unbeknownst to end users,
technology startups are vendors to numerous large
organizations ranging from the government sector,
financial institutions, multinational companies and
even other SMEs or technology startups. As such,
these technology startups have access to confidential
and proprietary information such as employees’ and
customers’ personal data, intellectual property,
sensitive project details and these startups may even
have a network connection linking them to large
organizations, especially in cases involving
business-to-business (B2B) customers.

In order for technology startups to build trust in the
business ecosystem, it is critical for them to be
equipped with adequate cyber security measures to
combat the inevitable threat of cyber-attacks®.
Hence, there is an essential need for startups to have
the ability to make informed decisions on the
investments that should be allocated to cyber security
and quantifying the return of investments which they
have made.

With an increased number of cyber threats,
regulatory scrutiny and the introduction of new cyber
security and data protection policies and standards,
organizations are placed under pressure to ensure
compliance® and technology startups are no
exception. Security should not be perceived as a
profit-making catalyst for the organization, but
instead, as a mechanism to reduce loss or exposure®.
Thus, investments in cyber security are not only
viewed as critical but play a strategic role for the
organization to scale’. Calculating the return of
security investment involves a combination of both
qualitative and quantitative approaches which is no
easy task, however the results can enable technology
startups to make strategic decisions when investing
in cyber security. If the return of security investment
generates a positive value that would mean the
investments made to build or enhance the security
capabilities are justified. A negative return would
ultimately mean that the investment is not worth it,
and hence would cost more than the exposure value.
Basically, it will not make economic sense to
implement a security solution which costs more than
the impact of the risk.
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This research proposes a modified Return of Security
Investment (ROSI) model catered for technology
startups to make informed decisions to justify the
need to invest on cyber security measures. The rest
of this research is divided into four sections. The
literature review section analyses the relevant studies
pertaining to cyber quantification, including its

Analysis of Relevant Studies

To assist with the literature review, a survey was
conducted to understand the commonly-used cyber
guantification models that are used by industry cyber
security practitioners. The survey respondents
consist of mid to senior level cyber security
professionals from technology startups, SMEs,
consulting firms and multi-national conglomerates.
The cyber security practitioners range from C-level
executives such as Chief Technology Officers
(CTOs), Chief Information Security Officers
(CISOs), Heads of Information Security, Managers
and Assistant Managers in Information Security and
Cyber Security Consultants.

As shown in Table 1 below, 54% of the respondents
are not using any cyber quantification model to
calculate the return of security investments. 23%
leverage on Bayesian Networks, 8% use Monte Carlo
Simulation while 23% of the respondents use other
non-specified models. Based on search results when
queried on cyber quantification models, the Factor
Analysis of Information Risk (FAIR) and Return of
Security Investment (ROSI) frequently appear in
journal articles including supporting journal papers.
Based on the results shown in Table 1, there is no
standardized cyber quantification model which is
used by industry practitioners in technology startups
to calculate the return of security investments. A high
number of respondents who do not use any cyber
quantification model found that the existing models
are too complex.

Table 1. Survey for Cyber Quantification Model
Which Cyber Quantification model you typically
leverage on?

Monte Carlo Simulation 8%

Bayesian Networks 23%
Others (please specify) 15%
Too Complex — I don’t use any! 54%

In this study, the Monte Carlo Simulation, Bayesian
Networks, FAIR and ROSI are analysed to determine

limitations. The next section proposes an enhanced
ROSI framework which enables technology startups
to calculate ROSI and justify their spending on cyber
security. The following section consists of the results
on a case study to validate the modified ROSI model
in a technology startup and finally the last section
concludes the research with some future directions.

their appropriateness for use in technology startups.
Ultimately, the key objective is to come up with an
appropriate model which is able to analyse the return
of security investments in technology startups so that
budgets for security investments can be allocated and
justified accordingly. The analysis of the selected
models is as follows:

a) FAIR: The FAIR or Factor Analysis of
Information Risk model was developed by Jack
Freund and Jack Jones®. Classified by® as another
variation of the Monte Carlo simulation, FAIR is
used to analyse risk and quantify loss events. The
loss events are security incidents which could vary
from website defacements, data breaches or
distributed denial of service attacks. The loss events
are further broken down into loss frequency and
divided into six categories; Productivity Loss,
Response Costs, Replacement Costs, Competitive
Advantage, Fines/Judgement and Reputational
damage'®. The losses are then quantified based on a
range of estimates. The Annual Loss Expectancy
(ALE) is later calculated where a graph is plotted to
give an estimation of the loss pertaining to the threat
event.

Analysis of the loss is subjective which is dependent
on the Loss Event Frequency (LEF) and Loss
Magnitude (LM). The LEF and LM values can easily
be misinterpreted. Furthermore, there isn’t a
remediation cost to determine whether there are
safeguards to prevent future losses, and if the
safeguards are justifiable to provide a positive return
of security investments.

In a case study to quantify the risk for a vulnerability
pertaining to the Government-to-Citizen (G2C)
service launched in Estonia, the FAIR model had
been used to calculate the loss in dollar amount over
a period of time't. It was noted during the expert
validation of this model that the importance of
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budgeting was highlighted several times when the
cyber security practitioners raised concerns that even
with a large budget, cyber security gaps still exist. As
such, there is a need to calculate the minimum and
maximum remediation costs so that the budget can
be adjusted accordingly to address the key risks.

b) Monte Carlo Simulation: The Monte Carlo
Simulation provides a number of probable scenarios
where data is input to produce an output in order to
generate a range of likely losses. In an example of a
ransomware attack using the approach by Hubbard &
Siersen, the probability of the risk event happening
in Company X is 70% and there could be a likely loss
of $100,000 to $500,000. Using Monte Carlo
Simulation, the Loss Exceedance Tolerance and
Expected Losses are computed. The Loss
Exceedance Tolerance is able to justify whether the
expected losses have exceeded the acceptable loss
tolerance.

The Monte Carlo Simulation can be used to calculate
the expected inherent and residual loss and the data
can be used to make decisions on security
investments. However, there can be more than one
event affecting the organization and this model did
not take into consideration of key controls where in
the lack thereof could be a consequence of another
loss event. Basically, in the case of a technology
startup, not analysing the key controls can prevent
the quantification of loss pertaining to the threat if
the key control is lacking in the organization.
Calculating the loss without determining the
remediation costs prevents the organisation’s ability
to allocate an appropriate budget to mitigate any
security risk events.

c) Bayesian Networks: Bayesian Networks work on
the basis of probability which consists of variables
that place reliance upon each other. Bayesian
networks have been used not only in cyber security
but in other areas of study and industry sectors such
as banking and manufacturing. Bayesian network is
another model which can be used to quantify cyber
risks that can influence the justification of security
investments. The Bayesian model uses equations to
calculate the probability of a security incident
through  various probable scenarios (e.g.,
exploitation of vulnerability, data breach, probability
of data breach based on discovery via penetration
test, etc). The final calculation generates the resultant

values to show the probability of the following
scenarios, as an example:

e Probability of a vulnerability
e Probability of a major data breach

e Probability of a major data breach if a
vulnerability is exploited

e Probability of a major data breach after the
vulnerability is discovered during a penetration
test

e Probability of major data breach after a
penetration test which failed to detect the
vulnerability which can be exploited

In the study by Wolthuis et al., the Bayesian
Networks model to quantify the probability of a risk
event!2, Though the model was able to quantify risks
probability with current datasets, there are several
limitations such as the following:

e A significant amount of effort is required to
develop a model for one threat.

e Information required is difficult to obtain as the
retrieval involves several areas in the
organisation.

e It is challenging to translate the information
collected into probability.

e The model does not have provisions to analyse
budgets for security investments.

In conclusion, Bayesian networks can be used to
calculate the probability of the occurrence of security
events, and hence quantify the potential losses and
remediation costs. However, the rate at which the
incident could happen is based on estimation and will
produce a challenge to come up with a more accurate
value.

d) Return of Security Investment (ROSI): The Return
of Security Investment (ROSI) is a commonly used
method to calculate and justify the return of security
investments. ROSI works on a much reasonable level
of probability pertaining to the annual rate of incident
occurrences or ARO, and hence justifies the need to
purchase the remediation measures in order to
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mitigate the risks. ROSI is expressed as a percentage
based on the following formula®®:

ROSI (%) =
[(ALE x % of Risk Mitigation) — Cost of
Solution]

Cost of Solution

Where;

ALE refers to the Annual Loss Expectancy
representing the total monetary loss for the year due
to security incidents which is calculated by the
Annual Rate of Occurrence (ARO) multiplied by the
Single Loss Expectancy (SLE). ARO is the number
of security incidents which occur in the year while
SLE is the amount of money which is lost due to a
single incident which has occurred. The limitation of
the ROSI model is that the ARO is subjective. Four
security incidents can happen in the previous year,
but it does not mean exactly four will occur the
following year. Furthermore, the cost of the solution
can be broken down into resources such as headcount
as it may not be necessarily related to purchasing
hardware or software solutions in order to remediate
the risk exposure.

The ROSI model had been utilised in several
literature with various case studies'* . Whilst the

model has provisions to calculate the return of
security investment, it only provides with the
maximum returns based on the ARO. This limits the
organisation’s ability to quantify the appropriate
budget for the remediation of security risks.

The models which have been analyzed in this section
do serve a purpose in terms of quantifying cyber
security risks and losses. However, further steps and
a more concrete version of the model would need to
be considered to accurately calculate the return of
security investment. Table 2 has provided a
comparison of the relevant cyber quantification
models. While ROSI seems to be the most applicable
cyber quantification model compared with FAIR,
Monte Carlo Simulation and Bayesian Networks, it
has key deficiencies in terms of producing accurate
results as the ARO can be subjective. Furthermore,
the lack of a mathematical model to calculate the
range of ROSI prevents the organization from
coming up with an appropriate budget to remediate
security risks.

Technology startups are known to be lean and thrive
on innovating products and deliver services at
scale’®. As such, it is important to develop an
efficient model to calculate the return of security
investment in a simplified manner so that startups are
able to allocate appropriate budget to justify their
spending on cyber security.

Table 2. Comparison of the relevant Cyber Quantification Models

Monte Carlo .
Model s FAIR Simulation Bayesian Networks ROSI
Organisation Type All All All All
Type of Industry All All All All
The quantification The quantification of
of cyber risk to Loss quantification to qua S The calculation of
o o . cyber risk to justify
Purpose justify cyber justify cyber security - the  Return  of
! d cyber security .
security investments . Security Investment
: investments
investments
Applicability of
model for use in Medium Low Low High
Technology Startups
Relevance of model . Analysis of Assess cyber security Able to calculate the
. Analysis and ' . return of  cyber
for use in cyber - . probabilities on cyber dependencies,  risks ;
. quantify cyber risk . . . security
security security scenarios and impact -
investments
Mathematical
formula to calculate No No No No

the range of ROSI
Key Deficiency

Remediation costs
is lacking in

Key controls are not
analysed which may

The rate of incident
occurrence is

The annual rate of
occurrence is
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determining the result in
returns of security
investment

loss quantification

inaccurate estimated which may
be subjective and not
produce accurate

results

subjective and may
not produce
accurate results

Proposed Return of Security Investment Model
for Technology Startups

The proposed model to calculate the return of
security investment utilizes the current ROSI model
but with a modified variable which is the Annual
Rate of Occurrence (ARO). In the existing ROSI
model, the ARO which is the measure of the number
of incidents occurring on an annual basis is
determined by approximation through interviewing
the stakeholders (e.g., information security
practitioners). This approximation is based on the
stakeholder’s experiences which are determined by
historical security incidents. Small companies such
as technology startups are busy with other key
priorities and do not emphasise the importance of
cyber security which allow hackers to focus their
attention on them?’. As such, they are susceptible
with the proliferation of cyber-attacks due to the lack
of adequate cyber security protection compared to
the larger organizations which have the resources to
defend against cyber threats'” 18,

Hence, it is imperative that technology startups are
able to right-size their budget allocation on cyber
security measures to not only protect themselves
against cyber threats, but also receive positive returns

determine

on their cyber security investments. In order to
achieve optimum value in the budget allocation,
startups need to accurately determine the ARO.
However, the limitation of this approximation is that
the value is based on probability which may differ
from the number of incidents that could potentially
occur. Furthermore, this judgement on the
probability is dependent on the experience of the
security practitioner and whether the practitioner has
been with the organisation for a reasonable period of
time where he could provide an informed
approximation based on historical data. With the
modified ARO variable in the enhanced ROSI to
determine the Minimum and Maximum ARO, the
ALE and ROSI are also modified allowing
practitioners to have an overview on the minimum
and maximum return of security investments. This
helps technology startups with an accurate picture to
adjust the budget accordingly in order to procure
cyber security solutions to remediate the security
risk. Fig .1 below illustrates the flowchart of the
Modified Return of Security Investments (ROSI)
with detailed explanations from sections 3.1to 3.6 to
calculate the Min and Max ROSI expressed in
percentages.

interview determine
Stakeholders ——

START

Historical

review Incidents

Min ALE = Remediation Costs % of Risk
4* (Min ARO x SLE} < (Min SLE Mitigation
OR Max SLE)
Min ARO = 1 ‘ | J
N - Min ROSI (%)
I —-J MaxARO | —» MaxAlE= »|  [{{Min ALE x % of Risk Mitigation) —
determine (Max ARO x SLE} |— Remediation Costs) / Remediation Costs]

AROQ: Annual Rate of Occurrence
Min ARO = Always True = 1

% SLE: Single Loss Expectancy F

‘ ALE: Annual Loss Expectancy ‘

| ROSI: Return of Security Investrment |

Max ROSI (%)
[{{Max ALE x % of Risk Mitization) —
Remediation Costs) / Remediation Costs]

o

L_:

Figure 1. Flowchart for Modified ROSI
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Minimum and Maximum Annual Rate of
Occurrence

The ARO metric is divided into 2 categories which
are the Minimum (Min) and Maximum (Max) ARO.
The Min ARO is the proposed variable introduced in
this equation and given a value of 1 (one). This
means that the ARO is always true and thus, the
minimum number of incidents that is expected for the
year is at least 1. The occurrence of security incidents
1s a matter of “when” rather than “if”’. As such, it is
only prudent to indicate at least one occurrence of the
incident for the year due to the lack or absence of the
key control. The Max ARO is still determined via
approximation with the security practitioner and the
value is based on the practitioner’s experience and
historical incidents. This equates to 1 <n < x where
n is the number of probable incidents and x is the
maximum number of incidents that could occur in the
year. As such;

Min ARO =1 2
Max ARO =n 3

Single Loss Expectancy (SLE)

The Single Loss Expectancy or SLE metric refers to
the expected amount of monetary loss based on a
single security incident. Though the SLE is based on
professional judgement, it gives management an
estimate when a loss is realized due to a security
incident. Security incidents can result to financial
penalties, reputational loss due to media publication,
decreased revenue and lost in employees’
productivity. The losses can be the result of both
direct and indirect costs. Direct costs are tangible in
nature such as financial penalties imposed by the
regulators or revenue loss suffered by the company
due to the security incident. Indirect costs are less
tangible in nature which still has a negative impact
on the business such as reputational loss and
employees’ productivity.

Annual Loss Expectancy (ALE)

This metric calculates the amount of expected
monetary loss for the year based on the risk impact
due to the lack of a specific key control in the
organisation. The Annual Loss Expectancy or ALE
is thus divided into Min ALE and Max ALE which
corresponds to the Min and Max ARO respectively:

Min ALE =SLE x 1 4
Max ALE = SLE x Max ARO (n) 5

Remediation Cost

The remediation cost is another variable in the ROSI
equation that provides the monetary amount to
implement a safeguard or fix a failed control to
prevent future occurrence of security incidents. This
can involve purchasing of security solutions,
implementation costs, hiring of security staff or
outsourced contractors. Remediation costs are
typically direct costs which can be obtained by the
stakeholder or security practitioner. It is however
important to note that the Remediation Cost should
never be more than the Min or Max SLE which
equates to:

Remediation Cost < SLE (min or max) 6
If the remediation cost is more than the Min or Max
SLE, it will not make business sense to implement
the safeguards as the return of security investment
will be a negative value. It will hence be better to
either accept or terminate the risk. Terminating the
risk means eliminating the risk either by removing or
altering the risky process.

Percentage of Risk Mitigation

The risk mitigation variable is expressed in
percentage. Risk mitigation defines the percentage of
risk which can be mitigated when the remediation or
safeguard is implemented on the key control. This
risk mitigation can help to ensure that the
confidentiality, integrity,  availability  and
accountability of the asset (e.g., servers, data) are
maintained. The percentage of risk mitigation is
determined by the security practitioner based on
professional judgement. Typically, most security
practitioners have the experience and knowledge to
provide a reasonable approximation on the
percentage of risk mitigation.

Modified Return of Security Investment (ROSI)

The return of security investment is broken up into
Min ROSI and Max ROSI. The Min ROSI utilizes
the variables Min ARO and Min SLE while the Max
ROSI uses Max ARO and Max SLE as the variables.
Having Min and Max ROSI gives management a
range based on the minimum and maximum rate of
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incident occurrences. The Min and Max ROSI are
both expressed in percentages as per egs. (7-8) below
respectively:

Min ROSI (%) =
[(Min ALE x % of Risk Mitigation) — Remediation

Costs]
Remediation Costs 7
[(Max ALE x % of Risk Mitigation) — Remediation
Costs]
Remediation Costs 8

Comparison of Modified ROSI with Relevant
Models

The key element in the mathematical formula of the
Modified ROSI is the Minimum and Maximum ARO
or the Annual Rate of Occurrence. Since cyber-
attacks can happen unknowingly, it is practical to
indicate ARO = 1 where there will be at least one
occurrence of incident for the year due to the absence
of a key control. The maximum ARO would still
provide provisions to anticipate the number of
incidents that will happen when comparing with
historical data. With Min and Max ARO, the
mathematical formula in this section produces the
Min and Max ALE, and ultimately the Min and Max
ROSI. Using the above equations, this would also
enable organisations to adjust the remediation costs
upwards or downwards to facilitate the positive
returns of security investment. This is especially
important for technology startups which are typically
prudent in their spending and thus, would like to

Results and Discussion

The proposed enhanced Return of Security
Investment (ROSI) model has been validated by 5
experts who are cyber security practitioners
including conducting a case study on a technology
startup. This strategy of validation supports the
contribution of the proposed ROSI for technology
startups.

Expert Validation Feedback

A walkthrough was conducted with 5 cyber security
experts from various industries in order to assess the
proposed mathematical egs. (1-7) which have been

ensure that they get the best returns of investments
on their cyber security spend.

As per Table 2 which highlighted the selected Cyber
Quantification models in this study based on existing
literature and survey results, they do provide the
quantification of losses and return of investments,
however one key element which fails is the ability to
produce the range of ROSI based on the minimum
number of expected incidents. By having the Min
and Max values in the Modified ROSI mathematical
formula, smaller startups with smaller budgets can
adjust the allocation of security investments
accordingly while the larger startups can either invest
more or less based on the Min and Max ROSI which
have been calculated. All the four cyber
quantification models which have been identified in
this study lack this ability, and thus enable the
Modified ROSI to produce an accurate cyber security
budget and the true value on the return of security
investments.

The modified ROSI has its own limitation when
startups need to quantify losses related to cyber
security attacks as the quantification of losses is
subjective since the ARO varies. Cyber security
spend is nonetheless a necessity in any organisation
due to evolving cyber threats across the globe.
Hence, startups, as prudent as they are, should
instead utilise the modified ROSI to ensure they do
not overspend on cyber security but instead right-size
their budget accordingly to adequately protect their
organisation.

derived to calculate the return of security
investments. The key objective of the experts is to
validate the equations which have been formulated to
calculate the return of security investments and
assess their suitability for use in technology startups.

The profile of the experts is detailed in Table 2
below. In order to gain insights from subject matter
experts with varied numbers of years of experience,
experts with more than 5 to 20 years of experience in
cyber security were chosen and they must be
previously or currently responsible for leading the
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cyber security function in their respective
organizations. Experts from different industry
sectors were also selected to obtain varying insights
from different industries. Expert 1 worked in a
technology startup and government organization in
his previous experience and is currently working in
the healthcare sector. The expert experience provides
a blend of both startup and traditional cyber security
practices. Expert 2 is the owner of his own consulting
startup providing cyber security advisory services for
clients ranging from technology startups,
government organizations and multi-national
corporations. The insights from Experts 1 and 2 are
valuable as they provide varied perspectives on the
application of cyber security practices in both
established corporations and technology startups.
Experts 3 to 5 are heading their respective cyber
security functions in technology startups for the
Digital Banking, Telecommunications and FinTech
industries. Experts 3 to 5 have the latest and updated
knowledge on cyber security practices in technology
startups.

Table 3. Profile of Experts

S/IN  Role Type of Startup

1 Head of Security Healthcare

2 Head of Information Cybersecurity
Security

3 Deputy Chief Digital Bank

Technology Officer
4 Lead, Cyber Security
Operations
5 Chief
Officer

Telecommunications

Information FinTech

To validate the appropriateness of the calculations in
the ROSI model, the egs. (2-8) were presented and
explained in detailed to the 5 experts. The questions
shown in Table 3 below have been derived to
validate the proposed ROSI model.

All the 5 experts have chosen “Agree” which thus
validates the entire proposed and enhanced ROSI
model which can be utilised in technology startups.
During the validation sessions with the respective
experts, all of them have acknowledged the
importance and necessity of this model which allows
startups to not only justify the return of their security
investments but also provide the ability to adjust their
security budget in the most optimal way.

Table 4. Experts Response

S/IN  Questions

Expert Response

1 The ARO is appropriate to be determined by the stakeholders

Disagree / Net-Sure / Agree

and similar incidents which occurred in the past.

2 It is reasonable to compute the minimum ARO =1 to

Disagree / Net-Sure / Agree

represent the least number of incidents which could occur in

the absence of a key control.

3 The calculations to compute Min SLE and Max SLE are

Disagree / Not-Sure / Agree

appropriate based on the Min ARO and Max ARO.

4 The remediation costs must always be less than the Min SLE

and Max SLE.

5 Based on the computed variables, the ROSI formula has been

Disagree / Not-Sure / Agree

Disagree / Not-Sure / Agree

appropriately enhanced to compute the Min ROSI and Max
ROSI for management to justify and right size cyber security

investments for technology startups.

Case Study Validation

A case study was conducted on a FinTech startup to
validate the appropriateness and suitability of the
proposed enhanced ROSI model. This startup has
been chosen as it falls under the category of a
“technology startup” and fits into the target segment
of this study. For the case study, it was assumed that
the risk and control assessment has been conducted

in which the risks due to the lack of key control have
been identified and the risk treatment plan has been
suggested in order to remediate the risk.

As an example, for the case study, one of the key
controls for endpoint security is to implement a Data
Loss Prevention (DLP) tool in all endpoints to
prevent intentional or unintentional leakage of data.
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Data security is critical to protect users’ privacy in
organisations®®. During the interview with the Chief
Technology Officer (CTO) in the FinTech startup,
none of the users have installed the DLP. Hence,
there is a risk of accidental data leakage due to the
lack of DLP implementation. As part of the risk
treatment plan, the startup should speed up the
process to procure and ensure the DLP tool is
installed on users’ endpoints in the immediate future
to prevent the risk of data leakage.

Applying the ROSI model to the above-mentioned
risk and via conducting interviews with the CTO, the
calculations are determined as follows for the Min
and Max ARO:

Min ARO =1 9
Max ARO =4 10

Based on eq. 10 above, the CTO has acknowledged
that there have been at least 4 incidents in the past
which involve the leakage of sensitive data, though
they are all purely accidental after the investigation
was conducted. Thus, Max ARO = 4. The Min ARO
is equal to 1 as instead of a re-occurrence of 4
incidents which may or may not occur during the
year, there is still a high possibility of at least 1
incident which could potentially be materialized
during the year. Thus, Min ARO = 1.

On the Single Loss Expectancy or SLE, the CTO
indicated that an incident of data leakage could result
in costs involving a financial penalty by the
regulator, hiring of forensic investigators and the
potential loss of customers. This would cost the
company at least $200,000 (SLE = 200,000) in the
event of data leakage. Thus, the Min and Max ALE
are calculated as follows:

Min ALE = 200,000 x 1 = 200,000 11
Conclusion

It goes without saying that technology startups are
playing a vital role in assisting the economy to thrive
forward in this digital area of innovation and smart
nation building. Having the right cyber security
resources and measures is critical not only for the
survival of startups against malicious perpetrators
but also for large organizations that are connected
and working hand in hand with the startups. When
startups are hit by a data breach, it impacts investors

Max ALE = 200,000 x 4 = 800,000 12

In order to mitigate the risks of data leakage, the
FinTech startup would need to procure the DLP
solution which would cost around $100,000
(Remediation Cost = 100,000). Since DLP is well
known as an effective tool to prevent data leakage,
the CTO is certain that the percentage of risk
mitigation can be estimated at 95% (% of Risk
Mitigation = 95%). Applying the Min and Max ROSI
formula, the calculation is determined as follows:

Min ROSI (%) =
[(200,000 x 0.95) — 100,000]

100,000
13
Min ROSI = 90%
Max ROSI (%) =
[(800,000 x 0.95) — 100,000]
100,000
14

Max ROSI = 660%

Based on the Min and Max ROSI calculations above,
procuring the DLP solution which cost $100,000 to
prevent the risk data leakage produces a return of
security investment ranging from 90% to 660%. This
proves that procuring the remediation measure (i.e.,
DLP) generates a reasonable return of security
investment and hence, the investment is justified.
With the value of Min and Max ROSI above, the
CTO in the FinTech startup could also adjust and
negotiate the cost of remediation accordingly with
the DLP vendor before procuring the solution in
order to ensure that the return of security investment
IS positive.

and customer’s confidence and may result to churn
and loss of future investments. Technology startups
hence need to dig into their funds in order to allocate
investments on cyber security in order to protect
themselves against cyber threats. It is known to date
that there is no one model to calculate the return of
security investments which can be agreed upon by
security practitioners®. Admittedly, there isn’t a one-
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size-fits-all model when it comes to calculating and
justifying the returns of security investments.

The proposed and enhanced ROSI model has
provided much clearer and more accurate
calculations to adjust and justify the remediation
costs and calculate the return of security investments.
The results from both the expert validations and case
studies of the FinTech startup have provided a
reasonable level of assurance on the appropriateness
of the proposed model to be used in technology
startups.

Future studies can be conducted by applying this
model across different industry segments for
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